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Alan X Simpson To: John D Colele/PC .. i f " GRO 

16/06/2008 09:59 
cc: 

Subject: Fujitsu ARQ c• nt rF 

John, 

Following a voicemail that I left for Liz Tuddenham re the above, she has pointed me in your direction 
as I am trying to locate a copy of the FS/POL contract which covers the adhoc banking queries. These 
are submitted by both the POL Fraud team and the Network Banking teams to Fujitsu Services asking 
for FS to check the banking data for specific transactions. 

I am afraid th  u v the reference for the contract has jeen in pig,.:
possibly longer. I have drawn a blank with FS and am hoping that you will be able to help. 

We will shortly be holding workshops with the relevant teams to review the current situation as'I•ee 
volumes of requests are now far higher than the original agreement. So a copy of the original set L" f 

would be very useful to r, idea of costs etc.to enable us to progress this. 

Happy to discuss if necc-,ssor, 

Many thanks 

Alan Simpson 

Security Incident Senior 
Post Office Ltd 
Operations 

1st Floor, Ashford Crown Office 
Tufton Street 
ASHFORD 
Kent 
TN23 1AA 

S

P stiire: N/A, STD Phone: _GRO „Fax: N/A, Mobile; GRO -Mobex GRO _._. 
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`
0.0  d 

0 .1 D' r€arr -,_ ilistory 

Version No. Date ; Reason for Issue Associated 

0.1 19/12/01  Initial Draft 

0.2 23/12102 Masons' comments on v0.1 

0.3 3.1112.102 Sue Lowther (P f) comments on 

0.4 31/12/02 Graham Hooper 1 Masons' xr on Version 
0.3 

1,0 6/01/2003 Issued for Approval 

0.2 Review Details 

Review Comments by: Date 

Review Comments to: Q for 

( * ) = Reviewers that returned comments 

0.3 Associated Documents 

Refere cc Version Date: Title Snurt. 

PA/TEM/001 7.0 2" a April 2002 Fujitsu Ser ices. Document PVCS 
Template

7 /POL/r101 Security Policy PVCS 

-1; > Security Functional PVCS 
— -- --— specification — — — 
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RS/FSP/003 Statements on Security 
Objectives and Methods for 
the Protection of Siemens 
Metering Code and Data 

BP/POL/002 Post Office Counters Post Office Ltd 
Information System Security 
Policy 

BP/ION/002 A code of Practice fc Lost Post Office Ltd 
Office Information SL fr 

Security 

RS/CSDi001 dss/itstds Departmental IT Security 
Standards 

PS 9T T)"064 Security Incident Management PVCS / Post 
Office 

r'r 'nun . NBS Definition PVCS 

R /POL/003 Access Control Policy PVCS 

Unless a specific version is referred to above, reference should be made to the current 
approved versions of the documents. 

0.4 Abbreviations/Definitions 

Abbreviation Definition

0.5 Changes in this Version 

Version Changes 

0.6 Changes Expected 
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1.0 Service Summary 
This Security Management Service provides a wide range of security-related activities that 

assists the establishment and maintenance of an ISO17799 compliant infrastructure, supports 

legal and contractual obligations and minimises and controls liabilities to Fujitsu Services, 

Pathway and Post Office I,Ld. The service monitors operations and introduces specific 

protective security controls o:- a risk assessment basis to rraiotai;., the integrity, availability 

and confidentiality ofinfbnoaioo a ,es~i. and produced by t ac? v000a H.,rviees and the support 

environment. 

Fujitsu Services's overalcFLia 0 Cigations for cl _. Co 10 C 

system are set out in Clause 8 of the Agreement. 

The elements of the Security Management Services are as follows: 

• tflj j Yf_.1 L for and. . tti. 1,k 1101100 of I €.31 :diav aril p000dl.rol 

• Compliance moo on: i and audit 

Cryptographic key management 

• Security event management and firewall event analysis 

• System and physical access control 

• Anti-Virus and malware management 

do _u _ ity incident repoL I  and problem management 

S:ntcnaocorit l ado a 11 101101 

• Security awareness and training 

• Audit data retrievals and prosecution support 

• Subject Information Requests management 

Each of these services are described in Section 3. 
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2.0 Service Principles 
2.1.1 The following service principles will apply in the provision of the Security 

Management Service. Security Management staff will: 

a) be appropriately trained to carry out the service; 

b) provide the appropriate balance between contractual and legal obligations and the 

need to maintain delivery of the various Services; 

c) be responsive to prevailing threats and vulnerabilities. Resource is therefore 
allocated on a flexible, risk management basis. 

2.1.2 The Fujitsu Services' Information Security Manager shall be responsible (but may 

nominate a representative to act on his behalf) for: 

a) co-operating with the Post Office Information Security Manager in the 

development of Post Office's network banking automation security policy as 

specified in paragraph 7.3.1 of Schedule 2 (Policies and Standards); 

b) establishing Fujitsu Services"s revised security policy as specified in paragraph 

7.3.2 of Schedule 2 (Policies and Standards); 

c) Communicating to the Post Office Information. Security Manager the identity of 

the persons authorised to receive sensitive security-related material (including 

cryptographic key components) on behalf of Fujitsu Services; 

d) receiving from. the Post Office Information Security Manager the identity of the 

persons authorised to receive such security-related material on behalf of Post 

Office; 

e) liasing with the Post Ofrivo Information Security Manager in the manner 

described in the CCD ` d "Security Incident Management"" and paragraph 

7.4.2 of Schedule 2 t i ,ac , and Standards); and 

f) liaising with the Post Office Information Security Manager and security representatives of 

other parties involved in the End to End Banking on such security-related matters as may 

be agreed. 
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3M Service Definition 

Ii Security Organisation and Management 
31.1 This element of the service provides a number of organisational and management 

activities required for compliance with ISO 17799: 

• Co-ordination of security activities and prioritises activities according to risk; 

• Input to contractual and liability issues and assessments of the security impact of 

new service requirements and the associated processes necessary to implement 

them; 

• Creation and maintenance of security-related procedural cud

documentation to assist compliance and help maintain corn i upu ice b" 

• Regular ice ie:ws of other Pathway documentation t , pcud apcecprialCsecurity 

input and compliance to the requirements of 1S0900 i ; 

• Management of ISO 17799 gap analysis, preparation of plan for implementation in 

accordance with agreed TOR and monitoring of corrective actions. 

3.1.2 Fujitsu Services's obligations for the establishment of an organised security 

infrastructure, compliant to IS017799 are set out in Schedule 2 — paragraphs 4.1 .1 to 

4.1.3. 

3.1.3 Fujitsu Services's obligations for compliance with Post Office security standards are 

set out in Schedule 2— paragraph 4.1.4. 

3.1.4 Fujitsu Services's rights and obligations with regard to the security and processing 

of Personal Data are set out in Schedule 2 —paragraphs 2.4 to 2.8. 

3,1 .5 Fujitsu Services's rights and obligations with regard to the processing of Personal 

Data are set out in Schedule 2— paragraph 2.4.6. 

3.2 Compliance monitoring and audit 
32.1 This element of the service provides a number of compliance monitoring and audit 

activities regaili ed four compliance with ISO1.7799: 

Fe3u .es SECURITY CLASSIFICATION Page: 7 of 20 
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i xng of periodic physical security and system security audits of 

c j,ei stir k sites on a risk management basis to provide ongoing assurance of 

compliance to security policies and procedures, Activities include reviews of 

operational processes, provision of reports covering IT, environmental, physical, 

p ̂
rgnly~ l -R(*7rity etc, :iiiO tl1" monitorini> (if irinnii Fie-- ."`)r rVe a H s, 

• i Syr _lion of ad,  .ce kk' h .kflr ,➢S e ~A71 iss Aef „@ et. ,i11 [ r, 11nel se

1 j u SerV3. s .,1L " "; ' ui,;i,on of a Lillty iS ~. 

vetting queries. 

3.3 " :,_,± io; Ij ic key mara mutt
33.1 This el, , E ,nii of the service pad, -,s a a~,'r~ er of cryptographic key management 

ac`v~_ ie , 

i ,U .L&.11fl-1ttl 0i i atai,sk)ra€, ,1 r.~:d i~ LUIULei.i nt System (KMS) for the creation, 

distribution and installation of required cryptographic material to the live estate. 

.i en +«rice oi' c.;riodic key is ,, l  a, yul 'lor all Branches; 

reality .rages to the automated service to 

optimise service; 

- 

9~i nt 
J!?lng ,. dil' ,k k.. la. M< 4, .,... _ ll. k. y L J r

in :'ror resolution an h]:em iik ~k, re ~~ent; 

Management of the manual cryptographic estate by maintaining the creation, 

distribution, auditing and periodic replacement of cryptographic keys within 

agreed timescales; 

« Supplier management of cryptographic key suppliers; 

• Provision of contir

continuation of sel cc etc. 

33.2 PIN Pads 

use of Pig,;; .~,
-ds a t ?me associated cryptographic management shall be 

by thF PINT Pads shall comply with the requirements of ISO 9564. 

Fujitsu Services's I e. > R °Ft .;=r. call fit any key directly of indirectly protecting the 
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secrecy of PIN values (together, "PIN Encryption Keys") shall comply with ISO 

11568 Parts 1 to 3. The key management scheme used lmtween ease PIN Pad and 

the rest of the Post Office Service Infrastructure shall be :e .) U KPT scheme as 

described in section 4.7 and Appendix A of the ANSIX9.24- 1998 standard. Moved 

to Schedule 2 paragraph 10.6.1 3.3.3 In the event of an actual or suspected key 

compromise in respect of a PIN Encryption Key used within the Post Office Service 

Infrastructure, Fujitsu Services shall implement key change mechanisms in 

accordance with the principles stated in ISO 11568 Parts 1 to 3. Where the actual or 

suspected compromise affects a key shared with the NBE the parties' obligations in 

respect of key change mechanisms shall be as documented in the CCD entitled 

"NBE -- Horizon Application Interface Specification " (NB/IFS/008). 

3.4 Security event m nagement and fi rewall event analysis 

3.4.1 This element of the service p:uv des a nu aL,  - of security event management and 

firewall event analysis activities: 

• Management of audit mechanisms to monitor detect and record events that might 

threaten the security of the Horizon system and associated services; 

• Operation of the Security Event Management tem utilising the djtems 

Management system to track and report events of security significance and daily 

monitoring of the system to identify relevant events and logging of details; 

= Regular analysis of audit trails to identify new features and vulnerabilities 

introduced by new systems to facilitate trend analysis and to assist the 

investigation of security breaches; 

• Reviewing security configurations of event filters to optimise efficiency and 

minimise security weaknesses; 

• Undertaking risk assessments to establish adequate firewall policies / rulebases 

and the subsequent monitoring of events generated by the system; 

• Analysis of firewall event logs using trend analysis software to identify the 

presence of any potential attacks or of areas of vulnerability and the provision of 

advice for any remedial action; 

© 2002 Fujitsu Services SECURITY CLASSIFICATION Page: 9 of 20 
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• Prompt investigation and remedia< ._,n in order to minimise the impact of any 

security breach. 

r trasrr t r r i t ,

3. ,.1 i ais eax. i r7 prk 

controls: 

• Management of the process for validating that Users of the Horizon system are 

authorised before being permitted access to the live network; 

• Management of the allocation and auditing of SecurID tokens where used to 

validate that Users who access the live system from locations remote from the 

Data Centres do so via secondary token authentication. Undertaking of supplier 

management of tokens and licea~- Rata diets. 

3.6 Anti-Virus an A . r y mar : w r ,mgt 

:3.6.1 This element of t to se-. =ice provide cr of anti- >irus and malware 

management activities, 

• Management of the distribution of updated anti-virus software across the live 

c .. r r.t Iir --rotection of the service from malicious software; 

ion of i€; mechanisms and event filters to provide 

autocratic n 4a omptvirus incident response; 

o f regular DAT updates to identify and cleanse new and emerging 

N> u: :,, bats" 

• Daily checks of emerging viruses and other malicious software to inform threats 

and determine the required defensive measures; 

• Provision of event monitoring and incident response via normal incident 

handling procedures. Analysis of details to understand the threat and inform 

corrective actions. 

3.6.2 Protection against malicious software for Nf3S 

© 2002 Fujitsu Services SECURITY CLASSIFICATION Pages 10 of 20 
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Fujitsu Services shall provide protection against malicious software as set out in 

paragraph 8.1 of the C(Th Hhhflc,! ",IPSDefinition". 

3.7 Security incident reporting and problem management 
3.7.1 This element of the service provides a number of security incident reporting and 

problem management ;te iz .use 

Pro\hSion of r. £ _ t _`i i ) ... ontnci a_ ; et it in trtn j5sues; 

invest. ,a.E  tu Post Office o nE LE n..a1 or potential threats or 

breaches that may have a ai ..e;r =ai effect on the Sex /ices in accordance with 

agreed procedures; 

• Provision of ongoing liaison v. ith Post Office and support i. , to Fujitsu 
( 

Services urity .Bc,, uE d a:, viii"d., a, rn , T . `~`. D nttit e •` u E .ffuCurity 

Policy„ (Rh PCL/UO2 ). 

3.8 System security change management 
3.8.1 This element of the service provides a number of system security change 

management activities: 

• Management of security compliance with agreed change processes and the 

assessment of the business and security impact of PinlCLs and other problem 

management systems including the provision of options for resolution and 

containment of security and business risk; 

• Assessment of the business and security impact of change proposals and the 

assessment and approval/rejection of security related operational change 

proposals. 

. Seenrity awareness and training 
3.9.1 Thin e -, inent of the service provides a security nwelnEEnnn p togramme for Fujitsu. 

Serr. ices and relevant Post Office personnel. The service covers the provision of 

periodic awareness activities and training including induction training, presentations 

and briefing notes and input to magazines, journals and other periodicals. 
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3.10 Information Rvrri "f . ttt Audit 
3.10.1 For the purpose of this paragraph 3.10 

"Banking Transaction Record Query" means a Record Query in respect of a 

Bankua4: - which the T^i to Reconciliation Service has reconciled or has 

rt.,pnrted ax . ,, ~,~ ,. the re or records of which are subseguent.ly queried or 

rat tl ,i, l'N.ity; 

uE it C tit Li F . ,c~ t`ra Ja ."r = bW`'ic "' i~ tic . a t3< .k' i l'n _rry ac,'on 

? tes t~~

Old ➢Format 0. cry" means the extraction of records created before 

c<^Ynrlerc°erarc~nt of N13 Pilot (Soft Latirch) rela+inee to Transactions (other the" 

b, W, to t' tt 'ac° TO  xl DTI -°ti- "ti the e C" ch extraction being lirriate( try 

idc types  . the. IT) for the User lour 
It 

on, Coe ca: ill; stoc" l s ", Cion ID, Transaction start time 

aat j ate, Cat it>'er Session ii , mode @;c.g. serve customer), product number and 

EL y, anu ,ai4,s °, clue; 

"Period One" means, in respect of each Transaction the period of 90 days 

commencing on the date of that Transaction; 

"Period Two" means, in respect of each 'Transaction the period commencing the 

day after expiry of Period One for that Transaction, expiring the earlier of the date: 

a) 18 months (in the c .. of Ti ;ectil _ records created 

commencement of _xtr r iutrt c, :t R ;o! €~ rail ))or 7 year a a ti,. c c 

of Transaction records created after commencement of N,3 i-ilot Soft 

(Soft Launch)), after the records of that Transaction were first created; 

or 

b) of completion, ct i, r e Post Office Data (including the record of 

that Transaction) ii ,, ° -) " , "vith-Schedule 22: 

.'y ' means each la dlaza
-_ 

.a A.a: C:k. dil s-~.~uc.9h. 1 ;, fl.i  aery or an Old 

Format Query is raised; 
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"Record Query" means the extraction of records created after commencement of 

NB Pilot (Sad Launch) in accordance with the terms of this paragraph 3.10 relating 

to Banking Transactions (and, in the case of Audit Record Queries relating to all 

Transactions) meeting the Search Criteria, such extraction being limited to specific 

types of inforn.k Gwt a° e its'_ i> follows: 

• in the c; r r < ian 1 u t s t Record Query - the ID for the User logged-on, 

Counter Position Ili, stock unit reference, Transaction ID, Transaction 

start time and datn, :: tomer Session ID, mode (e.g. serve customer), 

g.t at riLa ma..I ,. uan:li1y, aid sales =.i.l c, nuu 

J • case of a Banking Transaction Record Query - Banking Transaction 

ID, Banking. Transaction type, receipt date, receipt time, the reason code 

in the nasra of a discrepancy) and DRSH sub-value(s) (eg CO 

II (' nfirmation, NB Decline); and 

Clr:: east, a an Audit Rs;a a i L; ,'ry C3: LLS zan. ...ue ' .,LULL' Ul: 

a) date or dates (not exceeding 31 consecutive day-). time-range, Branch 

and L.-'ii`' " (o equivalent identifier); or 

b) date or dates (not exceeding 31 consecutive days); time-range and 

Branch; and 

ann: Banking • ,:. ..L ;z: Re oiL Bvd4:'y ither nl: 

al a. ,'nn: rn ,e. Branch and PAN; or 

l darn, a„ t.,nge and Branch, 

to be specified for each individual Record Query or Old Format Query 
(as 

ap,-, ...'able). 

3.10.2 Fujitsu Services shall have access (uch access being restricted t: a rei v 

authorised Fujitsu Service staff) to ,c_ ndrr of each Banking Trannacuor dLSiL

PeriodHa: and " L.riod Two. 

002 Fujitsu Sor imcs SECURITY C I ASSIFICATION Page: 13 of 2u 
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3.10.3 Limits and target times for Record Queries 

Ref; 

Vea

06-JAN-2003 

a) The table below sets out the limits on Record Queries and/or Old 

Format Queries which Fujitsu Services shall be obliged to carry out 

and 

r

the target times for carrying out each Record Query and/or Old 

Fo1 Query: 

(1) Limits on Banking i 
(2) Aggregate Limits on 

3 Transaction Record Queries  Audit Record Queries and Old 
( Format Queries 

Penn , One l'erwd. Tsso Period One and Penod:I'wo 

(il lil1i713t# if~t t l[I . tlt[pat_ 
Quoits 

Period One and Period 7'sry —

Limits 900 per year 100 per year Subject to paragraph 3.10.6 The limit per year (on a rolling 
(on a rolling (on a rolling below, the limit per year (on a . year basis) shall be the first of the 
year basis) year basis) rolling year basis) shall be the following to be rca '- ( 'i) 
with no more with no more first of the following to be 

50 Old Format r; ; or (ii) 700 than 126 in than 14 in any reached: (i) 33.0 (in aggregate) 
Query Days, ,. a 4hc limit per any calendar calendar month Audit Record Queries and Old 
calendar month shall be the. first of month Format Queries; or (ii) 4620 

Query Days, and the limi t per 
the following to be reached: (i) 7 

calendar month shall be the first Old Format Queries; or 1r 98 ( ) 
of the following to be [ (i) Query Days. 

616 tie aapregat4,t A= .t ,rd 

< y Days I 
T M yU TYays paragraph 3. p f Target t  MSCJ Days Subject to paragraph 3.10.4 below; 

Time 
i 

i  .r'ic~ applicable 14 working days (for queries of 14 
,;pect of Audit Record Queries, or less days' duration) and 28 

7 working days (for queries of 14 working days (for queries of 
or less days' duration) and 14 greater than 14 days' duration). 
working days (for queries of 
greater than 14 days' duration). 

b) The limits set out in columns numbered I and 2 in the table above and 

the provisions of this paragraph 3.10 relevant in connection with the 

application of those limits shall apply with effect from commencement 

of NB Pilot (Soft Launch). 

c) The limits set out set out Ill the column numbered 3 in the 1 e above 

any? a 310 T .~_ ~..< in corn-, Onwith 

the (application ( ! 43 , a 'n o7ri of 

ah~, I by la of :,a; CCN °+ introduces ie N

ease to be away .,;,- ble 18 calendar rn(,~

the co ofNB Pilot ' olt _aL,11c,t). 
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3.10.5 For the avoidance of doubt, the limits set out in paragraph 3.10.3 in respect of 

Banking Transaction Record. Querii d shill nnr iipply in resrrect of reconciliation 

incident management and settlement ref, i'.i  ~s. d a' a°,, a m ivc 1 h ;ata 

Reconciliation Service. 

3.10.6 Post Office may at any time on three months' notice (such notice expiring no earlier 

than conm :sort in of NB Pilot (Soft Launch) vary the Iwff-rite limits of Audit 

Record Queries and Old Format Queries which Fujitsu Sery iv ' required to carry 

out as specified in column numbered 2 in the table in paragraph 3.1;": . ̀ 3 , 

3.10.6.1 between 

a) the limits specified in paragraph 3.10.3; and 

b) the following substitutes for those limits (applicable on the 
same basis): 550 Audit Record Queries or 7700 Query Days 
per year on a rolling year basis, and 77 Audit Record Queries 
or 1078 Query Days per calendar month; 

3.10.6.2 and between 

a) the substitute limits set our i ; paragraph 3.10.6. l(b); and 

b) the following substitutes 1'l as ; ;e lin i (.applicable on he 
'< ,$): 800 AuditRecc, v 11200 Que )vys 

par arm,;fl n rorling2 year ba ,i~ 12 Audit Record ' ,.vies 
or i sG € p F d . ;per cal: <a month, 

and in each case Fujitsu Srivices's charges in respect of dealing with 

any Audit Record Queries and/or Old Format C ua ries cif to the limits 

as varied in accordance with this paragraph si <il be as specified in 

Schedule 10. 

3.10.7 Post Office shall submit: 

(a) Banking Trans , .. ,, L ;rd Queries to the Horizon System He lh Pia-sk 

which will ccci ha 1 e urJ Query to Fujitsu Services's customer service 

inanicanreirt 4, ;,,,art ant i; and 

(b) Audit Record Queries and Old Format Queries to Fujitsu Services's 

customer service security prosecution support section. 

2002 Fujitsu Services SECURITY CLASSIFICATION Page: 16 of 20 
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CC::VIMERCIAL It^ t ,̀ -; ' tE ` :'F; date:

d) For ti., , .i~~ ,. ~: -, the limits in column 3

aptr air. I by both da taa of the CCN which i; t cx_iccss the ii 

(C( ,a SaO➢); the equivalent of Old Format Queries (and associated 

Query Days) carried out in the 12 months prior to that date shall count 

Loy'" tl-,  ac's Y.'.al lirrn (,in ,i 
Tz m« p^ t a,: b net Plrie equivalent of 

C mat in ti -;alenk .>r pit in which the 

C(2N is apt date of such p4 -o ,.,al) shall count 

to the hunts tot tb.

e) For tiv, r ar )se of apr, z;a' the lirnit° i ' stns 2 and 3 atux-°~ 

co . t of 4i d Fo.

(aatt:',' associated out in tc l2 months prior cc 

Cor 1,  -icelnent of 1-r l` _ ' ~; gall count towa] 

annual limits (on a r orYYma 4fi ka_

out in the calendar month in which Nb Pilot (;,olt Launch) commences 

(prior to that commencement) shall count towards the limits for that 

month. 

r . 'i.4 Where: 

A) a T A ~ T~1.+ ~ I  C ,' ol- , of- -,;, is received by Fujitsu 

or ir tnalysis of ar v is .~ ~` td Record 

Q yorOldF'ormat' ,a ; r and 

b) a member of Fujitsu Services's personnel is needed to deal with that 

new or ex' alit Record Query or Old Form +(' but 

e) lb ar _'~ -vatilable dl to his or e at 6 n 

proceedings in cc usY h an Audit K ry 

Query, 

the tart . hag 

Audit Reco t . ~ it )r, ;,r, rc iat_ -r .0 rca ~1,  which 

1 . %es sh l wit'.

© 2002 Fujitsu Services SECURITY CLASSIFICATION Page: 15 of 20 
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Fujitsu Services Service Description for the Security Management Ref: CS/SER/016 
Service 

Version: 1.0 

COMMERCIAL iN-CONFIDENC".F, Ua.i : 06-JAN-2003 

Fujitsu Servi .e shall accept ir.t;cr>rd Queries and Old Format Queries only from 

properl Post C ffi, . 1, 

3.10.8 Litt cat ;E t; {;:rt 

Where Post Office submits an Audit Record Query or Old Format Query, at Post 

Office's request Fujitsu Services shall, in addition to conducting that query: 

a) present records of Transactions extracted by that query in either Excel 

95 or native flat file format, as agreed between the parties; and 

b) subject to th slow: 

(1) analyse: 

• the appropriate Fujitsu Ser _ a kk ,p 1i Iz° 

the date range in question; 

• Branch non-polling reports for the Branch in question; 
and 

• fault logs for the devices from which the records of 
Transactions were obtained 

in order to check the integrity of records of Transactions extracted by that 
query; 

(ii) request and allow the relevant employees of Fujitsu Services to 
prepare witness statements of fact in relation to that query, to 
the extent that such statements are reasonably required for the 
purpose of verifying the integrity of records provided by Audit 
Record Query or Old Format Query, and are based upon the 
analysis and documentation referred to in this paragraph 3.10.7; 
and 

(iii) request and allow the relevant employees to attend court to give 
evidence in respect of the witness statements referred to in (ii) 
above., 

provided that: 

(iv) Fujitsu Services's obligations set out in (i) and (ii) above shall 
be limited, in aggregate, to dealing with a maximum of 150 (in 
aggregate) Record Queries and Old Format Queries per year 
(on a rolling year basis); and 

(v) Fujitsu Services's obligations in the case of provision of 
witnesses referred to in paragraph (iii) above shall be to provide 

2002 Fujitsu Services SECURITY CLASSIFICATION 

(CONTRACT CONTROLLED - Leave Blank if Not Applicable) 
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• i nt Ref: CS/SER/016 

Verson : 1.0 

COMMERCIAL IN-CONFIDENCE Date. 064AN-2003 

• .es to at ; ° t up to a ixiinum (for all such 
of 6 car (our year bas 1. 

For the a si ui ,~ :~ a~ il~ .a- , ~ _ .~ . . i su ~, Ah ;.'10.3 
for dealing 'wtiii ires shall 
not apply in , rspect of Fui, ,,. xragraph 
3.10.7.(b). 

3.10.9 Any information requested beyond that avaii i le by Record Quuery and/or any 

witness statements or witness attendance beyond that available in accordance with 

this paragraph :>. '` small li d on a c;r'se I  case basis and shall be dealt with in 

accordance with 't ' T utrol I ure. 

3.10.10 Sensitive Card Dat. i :;!_,r9ed in re ;:tc. , of Banking Transactions extracted by 

Record Query and provided to Post Orrice (but, for the avoidance of doubt, not that 

included in records for Transactions extracted for Audit Record Queries in respect of 

arr , , ,,., 1'1'4•T .- 41- ;~,_. , ~ ,,, Vh X11 be in the f-irr ,. in which they are held 

3.10.11 f 

1 ls° s to tl, ;1 f Banking T nsactions for Post Office auditors 

audi i sha notice to) Fujitsu Services's 

Audit Man

3.11 SW 
3.11.1 ti.. t and pm c -i„ion of re  ri„cs in respect of Subject Information 

Requests will be as defined in Schedule 2. 

4.0 Serviei k .ilabilit, 
4.1 The Service v Table bets ee ` 'p. u`s of 08:00 to 17:30 Monday to Friday 

excluding all Lai , c sci iu u,I i w v 

0' 2002 t ujitsu Services S N Page: 18 of20 
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Fujitsu Services Service Description for the Security Management Ref: CS/SER/016 
Service 

Version: 1.0 

COMMERCIAL IN-CONFIDENCE Date: 06-,:J OOG3 

5. P Service Levels A a d Service Targets 
Relevant SLA targets relate primarily to Audit Record Ju rics, which are defined in 

Section 3 of this document and Subject Informaticrr, '':, eqvw ts which are defined in 

Schedule 2. 

f: Service Dependencies & Post Office Responsibilities 

6,1 Service Dependencies 
6.1.1 The dependencies on the provision of Information Retrieval and Audit are set out in 

Section 10 of this document CS/SER/016. 

6.1.2 The dependencies on the provision of Subject Information Requests are set out in 

Schedule 2 - paragraph 2.4.10. 

6.2 Post Office Responsibilities 

6.2.1 Post Office's security — related responsibilities as set out in Schedule 16. 

6.2.2 Post Office's authority and $j tins with re d to compliance with the Data 

Protection Act are set ou io 2iie4ui 1 Para s: ; i :>

6.2.3 Post Office responsibiliti with regard to Subject tin i4rmation Requests are set out 

in Schedule 2 - paragraphs 2.4.9 and 2.4.12.6.2.4 Post Office responsibilities with 

regard to the provision o ~' , r Fnformation Security Manager are set out in Schedule 4. 

M Documentation* 
l The CCDs applic< nle to the service are: 

a. Security Policy (RS/POL/002); 

b. Security Functional Specification (RS/FSP/001); 

c. Security Incident Management (RS/PRD/004); 

d. Statements on Security Objectives and Methods for the Protection of Siemens 
Metering Code and Data (RS/FSP/003); 

e. Post Office Counters Information System Security Policy (BP/POL/( >2 :; 

f. A code of Practice for' Post Office Information Systems Security k E 0 iOv"); 

g. Departmental IT Security Standards (RS/CSD/001). 

© 2002 Fujitsu Services SECURITY CLASSIFICATION Page: 1) ,*6 ti 
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Fujitsu Services Ref: CS/SER/0.16 

Version: 1.0 

COMMERCIALITY-CONE'IDENCL Date: 06-JAN-2003 

0 2002 Fujitsu Services SECURITY CI.aASSIFICATI.ON Page: 20 of20 
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Impact Ass . ss arts :it iD,=.e state: ; eptember t14

i Fol-ni C bn°,o lo I ri,ir i! Note No„ 1 a5 

°i. .~`A 2~~.

air.

Fax: 
' iipact Assessment: 

No impact on my area 
(If no impact lick the box, sign and date the form and return) 

Aa ct Reject FX 

Provide estimates for your area to make the change 

Man days effort to implement the change 

Cost (£k) 

Earliest possible implementation date 

Dependencies 

Other Documentation: 
f/you know of any additional documentation that could be affected by the change please specify) 

Additional Co unents: Docnm4 rt,,t;,4 , aLll ched 
(Tick box if additional papers or c(oc ts attached to your impact' 

This CCN is rejected, as a separate CCN d, which will allow for the increase in Audit 
Record Queries as per Colin Lenton-Smith's L 9 June 2004, but excluding the proposed 
increase for DWP queries. 
It is also expected that shoul ' E~^ ly ?)',~'1' v1LI .9 i,,. t- t ?,,_es' ; tr.-ill be dealt with on an ad-hoc basis, 
and will be charged separ

Impact Assessor Horizon. Contract Author 

Sir ss>.ftire John Cole

L;':tte 03/09/04 

Return completed form to the Change Control 2nd floor, Calthorpe House, 15-20 Phoenix Place, London WCI X ODG 

iaform.doe Version 3 September 97 
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Commercial Team in Commercial Confidence 

Post Office Ltd Change Request L_-

Change Request Form Number: 
(Allocated byPSO) 

Confidentiality: 
(Any constraints on access to the Change Request) 
Project: N/A 
(Project against which change is raised) 

Change Request Title: Exercising option to increase volume of Audit Record Requests,( but dealing 
with any queries for DWP on ad-hoc basis). 
(A few words to identify the change) 

Authorised Person: Originator :. .~; Owner: 
Keith Baines John Cole g 

Date Change f I issad to 
Request Raised: 03/09/04 Supplier: 

Are there any attachments to this Summary of attachments: 
Change Request?Yes f summary list of attached documents) 

Description of Change: 
(A full description of the context of the change and the required change outcome — with any business or technical detail needed to 
clearly interpret I 
To provide a new annual total of Audit Record Requests of 720, within The Agri .~ t but den ith 
any requests for DWP on an ad-hoc basis , ( this means that shnu l ; P', 41 yt !pn,, .,r. -.e -~ .. ~. t . work 
order and purchase order will be raised for this specific activity). 

Required Outputs from Change: 
(Specific items to be delivered to satisfy the change requirement) 

To provide a new annual total of Audit Record Re ue 
Required Implementation Date or Release: 

New totals to be available from 15' September 2.004 
Priority: HIGH 
(Show stopper/ High / Medium /Low with supporting explanation) 

Business Reason for Change Request: 
(A brief description of the business reason for raising this change; identified benefits; dependencies; and impact if the change is 
not implemented) Current contractual limits are not adequate to meet mandatory requirements from PO 
Security Team and Clients 

CRS Reference Number: N/A
(Reference number of the initiative from the Common Radar Screen) 

Business Case Title: N/A 
(Title of the business case under which this change is justified)  
Business Case Log Number: N/A C ~x:$~E'. ~✓.e="y vp_it4 u~~?5s;. k'}',

Budget Holder: Finance Analty. t: Cost Centre 4 o 
:. 

(for any costs incurred) (for budget area) (for budget area) 
Keith Baines Liz McKinstry 
Tel.No. Tel.No. 
Urgent: Yes Reaso,  .
YesfNo) 

Change Request Template Page 1 of 2 Version: 1.0 
In Commercial Cot ltrtence Version Date: 6th January 2004 
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In Commercial Confidnc 

,m ;;rc r us sent to External Suppliers without Initial Sponsor I Business Assessment'? 
ti rHf st': r ,is ' tfi AY) 

Supp. ruy (circle Yes/No/Net 

PO Ltd `!es i arse & Leicester Ye K I Noi o ./ Not Known 
Fujitsu Yes 1 t: 9 l No / Not Known 
IBM / No / Not Known Royal lvl,. 3roup / • / Not Known 
EDS es / No / Not Known  Prism Alliance Yes f Ni / Not Known 
Government °(es / No / Not Known Other (please state) 
LINK Yes I No I Not Known 
PO Ltd Change Plan: 
Will the change require a revision to the current PO Ltd Change Plan? 

(if yes, provide details including details of any authority) 

Yes 
No 
Uncertain 

Document(s) Affected: ('Give full de r. r .,t t Ir frren 

(e.g. Product Description NP It may not be 
possible to identify documents at this stage) 

I(Change Impacts:
nformation on the potential Impacts of the change to ensurr that all relevant activities and dependencies are understood and 

I afIriiaccarf— coa.niiirfali in-0 

. FS charges will increase by circa £93k (plus VAT) in year. 2004/05, tl vered by other 
savings on other FS charges 
. There will be recurring costs of £i60k, plus VAT per annum, Pty 'sec .rb y : °aii :,id for this 
money. (Financial Year 2005/06) 

Assumptions:
(List any assumptions that have been used to document this change) 

Ohara r, Request Template page 2 of 2 Version: 1.0 

in Cor rr"-,--racial Cofr a .n ; Version Date: 6th January 2004 
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- - --- ------- ----- ------
K  Job GRO 

c;t: CC\ ̀ ;1',"> (, =-.ud. , C,i tries) 

John - (you will need to refer to the email from Chris with the CCN in it) 
tw :rtra DWP queries I had expected that these would be priced sep

l re could bill DWP f used; it s.uemc as
, hether the DWP extras used or not, 
t:<an you check and invest's - te please. 
Regards, 
Keith 

&Qcs~,t1 11i 
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Colin Lenton-Smith 
Commercial and Finance Director, Post Office Account Team 
Fujitsu Services Limited 
Forest R d 

vtL ' LLX.TW137EJ 

M 
1 

w. 

e s se  

i VV WW S t..Of `  

 Audit Record Queries 

Further to your letter of 9th June 2004, in which you outlined the principles 
relating to an increase in the annual limits and the increased costs in the 
number of Audit Record Queries. 
I can nc,1, 4v r:firm ft 3` :;t Office wish to exercise the optic increase 
the number of u i u d Queries . .; °' Ler, and b
giving you notice tn> ` v ; want the new arrangements to apply fro L _h

September 2004.. 
From that date we also expect that the volume of additional queries and 
charges will be pro rata ( e.g. 7/12 of those quoted in your letter) for the 
remainder of this financial year. 

ni :o confirm that th( ,::counting peri 
m 

run from it — Marc' £^A c f 

r .Ui nct. €. 
GRO 

Page 1 of 2 

Post Office Ltd 
Registered in England and Wales nurnber 2154540 
Registered Office: 80-86 Old Street 
London ECIV9NN 

The Post Office and the Post Office symdcl are 
registered trade marks of Post Office Ltd in the 
UK and other countries. 
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Page 2 of 2 

Keith Baines 
Contract Manage 

Post Office Ltci 
IT Departm< # 
IT Coned - n` 

CaithorLe

Telephone: ._._._._._.__dk ._.__._._._. 
Facsimile; *GRO 
Mobile:_._._._,_.GRO g 

E-mail: keith.k.baines GRO 

OFFIC 
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Keith K Baines To: John D Cole/e/POSTOFFICF --GRO .--.-.-

26/071200415:47 
cc: 

Subject: Re: Horizon data requests 

----- Forwarded by Keith K Bainesle;POSTOFFICt on 26/07/2004 15:46

Ian O'Driscoll To: Keith K Baines/e/POSTOFFICE' GRO I 

26/07/2004 08:08 c• 
cn _. I tO lL fl JO requests 

For info 
-- -- Forwarded by Ian O'Driscoll/e!POSTOFFICE on 26/07/2004 08:08 -----

David X Smith 

26/07/2004 07:54 

As spoken, 
Dave 

Acting IT Director 
Post Office Ltd 
Directorate 

To: Ian O'Driscoll/e/POSTOFFIC ._._.__GRO,_._.__._._ 
cc: 

Subject: Re: Horizon data requests 

4th Floor, 80 Old Street, LONDON, ECIV 9NN 

-Pnsttine1-_._._._GRO STD Phone: GRO Fax:; GRO Uiobex: GRO Mobile: 
GRO } _._._. _ _.___._.___._._____ _.___._, ._._._._._._._._._._._._._._._--- .._._._._._._._._._._._.. 

External Email: david.x.smith E GRO r 
----- Forwarded by David X Smith/e/POSTOFFICE on 26/07/2004 07:54 -----

Tony Marsh To: David X Smith/e/POSTOFFICEfrd_._._._._. GRo 

23/07/2004 11:00 cc: David W Miller/e/POSTOFFICE.- __._. ._cRQ_-- , Ruth 
Holleran/e/POSTOFFICE ,_,_• _,_ •_•GRo_ ;Tony R 
Utting/e/POSTOFFIC GRO 

Subject: Re: Horizon data requests 

D, 

fiiany i a.... ks for your su i ,'aoi'' e`. w1l lhts b  .e' efl true) StuC .S" ..r.t . loin, 

, r.s you can see John Cole is forecasting opqrceimately £100k for the remainder of the FY. 

If we do not have a more flexible solution in place for 05/06 Tony U will make sure that the requisite 
budget is bid for and obtained. 

Regards 

Tony 
----- Forwarded by Tony Marsh/e/POSTOFFICE on 23/07/2004 10:56 -----

Ia , : To: Tony R Uttin /e/POSTOFFICE E9 
cc: Graham C Ward(e/POSTOFFICE GRo Tony 

Marshle/POSTOFFICE(__= _=kilo _-- - - Keith K 
Baines/e/POSTOFFCCi~""•""-" GRo T-•--• 1 

Subject: Re: Horizon data request§
-._._._._._._._-----__, 

Tony, Thank you for this information. 
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Firstly, the total number of Audit Record Queries, under the proposed increase available for a 
complete" year is 720 (or 15,000 query days) , which ever is reached first. 
This equates on a monthly basis to 60 per month (or 8750 query days) 
Secondly, as we have to give 1 months' notice to bring the revised limits into operation, we would be 
able to have 7 months at the new levels until the end of the financial year ( March 2005). This means 
that the quoted amount of £170k, per annum, equates to approx £100k for the 7 months until the end 
of the financial year. 

I should also mention that for DWP queries an additional 84 queries can be accommodated, 
equivalent to 7 per month, although 1 "d per month could be accommodated provided the annual total 
does not exceed 84. 

Finally, FS are asking e ,: it d; s . pro p000.i e I.. ..r re.ao. , C<>.. ~_Hoe to Ue iy vreo 
(currently based on c H f

Regards. John Cole 

Tony R Utting 

Tony R Utting To: John D Cole/e/POSTOFFICE( ._._._._g52_._... 

22/07!20041439 cc: GrahamCWardle/POST_O__F_F_I_C_EE~ _._.__cRo_._.__._s.Tony 
Marshle/POSTOFFICE GRO 

Subject: Horizon data requests ~` 

As discussed, we are looking at achieving 50 requests per month for the remainder of the year, at 
present End of December, but from what you were saying potentially end of March. 

Can you just confirm that the incremental step process is the only avenue open to us and that we will 
have the required request numbers using this process. If you could give us the exact figures, it would 
be most helpful, as we will use whatever requests are available. 

As you can imagine, with the changes taking place in the business at present, we are in increasing 
need of Horizon data and are still avoiding asking for it wherever possible in order to preserve our 
r„quests. This means that we will inevitably be looking for further increased access in due course and 

rin' to `r direct access in the next few weeks. 

Thanks aqa: z for ei ci yc:oor .nel x 

Tony tatting 
—•-- Forwarder'. Uttingle/POS T OFFICE on 22/07/2004 14:34 -- -_ 

Graham C Ward To: Tony R Utting/e/POSTOFFICE ..u_GRO ~~ 

22/07/2004 12:36 cc: 
Subject: Horizon data requests 

Tony 

this year we have submitted the following: 
Jan 44 
Feb 46 
March 51 
April 41 
May 46 
Jun 42 
July 40 
Aug 20 ?? 
Total 330 (our annual limit) 
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predicting how many we will want isn't straightforward as people in our own team / RLMh L i 
Legal Services are aware of the problems/restrictions in obtaining these logs and thus don't bother 
asking for them. If we had greater access, I am sure once the 'word' got around, we would use up 
whatever was available. 

That said, with a monthly limit of 46 I didn't have to turn many away, so I would guess that having 50 
per month for the rest of this year would see us through until the contract is amended. Therefore my 
guesstimate for the remaining year (up till the end of December) would be 220 (50 x 4 months with a 
few extra to cover the likely queue in September due to the limited number available for August) 

Regards 

Graham 
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John D Cole To: Tony R Utting/e/POSTOFFICE ._._~ aRo_ ._. 

22/07/2004 15:46 
cc: Graham C Wardle/POSTOF,EICE,( :._•„.,...~Ro- ----- .. 1 Tony 

Marshie/POSTOFFICE ._._._._ . 2._._. . Leith K 
Baines/e1POSTOFFICE4 GRO_ 

Subject: Re: Horizon data requests . 

Tony, Thank you for this information. 

Firstly, the total number of Audit Record Queries, under the proposed increase available for a" 
complete" year is 720 (or 15,000 query days) ; which ever is reached first. 
This equates on a monthly basis to 60 per month (or 3750 query days) 
Secondly, as we have to give I r,:n us' notren n nn, nnr the revised limits ins 1 , _ w .. . F.
able to have 7 months at the new 1 The end cnf the financial year ( i1nnch 200F1 Tndn . 
that the quoted amount of £171Th, :re or un. equates to approx £100k fo, .he 7 months until he er d 

of the financial year. 

::, .on.. 3O , i „ct..,i;, (l., t<' L. n S .,+Y f annii.(nr,! a4 qki :P ISS . .., `c cal . nJ a'ted 

a 7 ~t~ aliE7uug  3 L t, li,,,;, aLeu pr t,,'Ciz b' ual total 

does rat ;E. .r 84. 

Finally, FS are asking that if the proposed new limits are agreed, cord we regularise the "query year" 
(currently based on calendar years), with the financial year and run in iu'tu; ;'wdh the fiscal year. 

Regards. John Cole 

Tony R Utting 

:John D Cole/efPOSTOFFICEL,W__ ._GRO __ 
Graham CWard/e/POSTOFF'CE(( ____cRo_. Tnn°t 
Marsh/e/POSTOFFICE -.-.-._._ .

b F i Horizon data requests 

As ~., ~.. ., ,.... cl ... r .., r~` t ..,. .~>3C ✓  at ~Ui:, ~~~ i . '"Il~th for the  ,k ~/YF Cl 

preso.1 t End of Decemhca, hut ;rom whar y.;. uvere c ' potentially end of Mamn. 

Can vnu just confirm that the incremental step process is the euiy avenue open to us and t rat we w" 
hev the required request numbers using this process. If you could c ve: us the exact figures, it
be n st helpful, as we will use whatever requests are available. 

As you can imagine, with the changes taking place in the business at present, we are in increasing 
need of Horizon data and are still avoiding asking for it wherever possible in order to preserve our 
requests. This means that we will inevitably be looking for further increased access in due course and 
I will be preparing a blueprint to gain direct access in the next few weeks. 

Thanks again for all of your help 

Tony Utting 
Forwarded by Tony R Utting/etPOSTOFFICE on 22/07/2004 14:34 ----- 

Graham C Ward To: Tony R Utting/e/POSTOFFICE , ,_,_,_, _ _
tF 

22/07/2004 12:36 cc: 
Subject: Horizon data requests 

Tony 

this yea. ra '' . , i '- d He . Ic 
Jan 44 

a i Feb 46 
_.._March 51 

April 
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May 46 
Jun 42 

_. 40 
Aug 20 ?? 
Total 330 (our annual limit) 

predicting how many we will want isn't straightforward as people in our own team / RLM's I NBSC / 
Legal Services are aware of the problems/restrictions in obtaining these logs and thus don't bother 
asking for them. If we had greater access, I am sure once the 'word' got around, we would use up 
whatever was available. 

That said, with a monthly limit of Th to turn many a wsy, so I wusid guess ii , 
I is s ,t ;, . us through unt , t.. , t 

un lti ff +h,-1 i f ! 3`sUl > ,~ .n f Ds~^r

.'ew extra to cover the likely queue in September due to the limited number available for August) 

Regards 

Graham 
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T zJ/TrJ J(I -JØ 

John D Cole To: Tony R Utting/e/POSTOFFICEj GRO 

13/07/2004 1522 
cc: Keith K Baines/e/POSTOFFICt- - GRO

Subject: Fujitsu Contract changes - email1"(_j 

Tony, As you know, our earlier deliberations were based on the proposal to increase the number of 
audit record queries, this still needs financial approval to progress, can you confirm that this 
proposition is still required, please? 

Moving to your new proposal to allow POL to have 'direct access to process Horizon Data', I can 
confirm that this is not something we have broached with Fujitsu Services. You will need to progress 
the Business Solutions team ( contact Karen Molloy) Regards. John Cole. 
Keith K Baines 

Keith K Baines To: John D Cole/e/POSTOFFIG GRO

12004 09:44 cc: 
Subject: Fujitsu contract changes - email I 

John, 
Can you let me know the current state of play please. 
Keith 

-- -- Forwarded by Keith K Baines/e/POSTOFFICE on 13/07/2004 09:43 

Tony R Utting To: Keith K Baines/e/POSTOFFICE GRO 
, f ac: Tony Marsh/e/POSTOFFLOE ._._._ cRo ;Dave 

Pardoele/POSTOFFICEr GRO 
Subject: Fujitsu contract changes =erfir' - ....

a _ eve. see the en.... ..el.ow tie n'i Tony Marsh, Can y a pier se give G n L ndat4 
.o what activity has 

,' t : r P ,: i2 nun. I a cess to I io i't; <t4 ftji use v;ithin the business. 

I believe Tony raised the idea of us having our own access to the audit data from within the business 
via a terminal (probably at Chesterfield) via which, we would be able to obtain data for all parts of the 
business and remove the need for us to make data requests of Fujitsu. I understand that Alan Barrie 
was aware of this suggestion and had been supportive of our approach. We had considered the 
download tat Tony mentions, but had felt that this would simply be a recreation of the data warehouse 
and probably cost more than simply gaining access to our own data via the existing one. 

This issue has become considerably more important recently, as investigators are finding it 
increasingly difficult to pursue criminal cases without having access to audit data. Defence team have 
also identified this as a means of delaying and in some cases potentially ceasing prosecution activities 
and as you can see from Tony's email this has meant that we have had to increase our use of audit 
requests to a point whereby we will run out at the end of August, with potentially serious consequences 
thereafter. 

A further nomp Icuttcn i vat yenta to i'next yvet when 'rnw;n of the paper based J,,,', nc that the business 
uses to prove events that have taken place at branches will disappear. This will require even more 
data requests, possibly including requests from elsewhere in the business, almost certainly in excess 
of the agreed increase we have been allocated, albeit nobody seems to have the money to pay. 

I would be happy to mec' up ur d vtuunus vu o,n ees and opportunities in respect ul U en :5500 and 
would be happy to assisr is c, . _I.,si> q k ` newness s [: to support our gaining greater :t:.cv , ' th:_ 
data warehouse. 

Regards 

Tony Utting 
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Forwarded by Tony R Utting/e/POSTOFF►CE on 08/07/2004 09:07 -----

Tony Marsh To: David W Miller/e/POSTOFFICE _-._. ~Ro 

06/07/2004 1005 cc: Tony R Utting/e/POSTOFFICE ,._
Subject: Fujitsu contract changes - email 1 

Dave 

The circumstances detailed in the email chain below, which I understand made a significant 
contribution to the overall cost reductions in the renegotiated Fujitsu contract, and the reply in the 
email immediately following this one, now appear likely to curtail effective investigation activity from 
next month for the remainder of the calendar year. 

I felt with my highlighting the issue in January 2003 (4th oniy :ovn) h i d r < nough to gain IT and 
Operations buy-in to the Security position whilst behaving in a business-toc r,ed manner in not 
demanding a high-cost comfort zone or safety net. 

John Cole's reply in the accompanying email suggests otherwise. I'd be grateful if you'd take a look 
and decide whether you concur with his reading of decision making and consequent responsibilities. 

Very briefly, it is not now possible to conduct an enquiry involving branch trading, Post Office Ltd or 
client products without making an information request to Fujitsu. As we still do not own our own data 
or the tools to analyse it we cannot circumvent Fujitsu in any way on this. Although IT (Keith Baines) 
have been asked to look at the possibility of a data download for Security use this request has not 
been progressed as a priority, I have asked Tony Utting to get this moving again with IT. 

I am awaiting a breakdown of costs, I understand the cost of buying a further 420 information requests 
(i.e. to bring the annual total to 750) will be £170k. 

Tony 

--„-- Forwarded by Tony Marsh/e/POSTOFFICF on 06/07,2004 09:33 -----

Tony R Utting To: John DCole/e/POSTOFFICEt  ciio_ 

05/07/2004 15:07 cc: Tony Marsh/e/POSTOFFICF GRO 
Subject: Fujitsu contract changes 

I have received your reply and would contest that the decision to reduce our request numbers was 
made in the Operations Directorate. The email below records that when I spoke to Keith Baines, he 
suggested to me that the decision was made by the EC. 

We now have 22 requests left to last us until January next year and are currently utilising them at a 
rate of over forty per month in the expectation that the business was going to find funding for this. 
Should we run out, then we there will be an impact on our ability to investigate crimes against the 
business and in at least one case we may be in breach of a contractual obligation to investigate fraud 
against a client product. 

Has this issue been raised within the business from you side, as I have not been notified until today 
that the extra requests were not going to happen. 

Thanks 

Tony Utting 
- --- Forwarded by Tony R Utting/e/POSTOFFICE on 05/07/2004 15:00 — --
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To: John D Colele/POSTOFFIC cRo_-__-_' 

~E 4 00:03 cc: Dave Pardoe/e1POSTOFFICE( .,.__GRo..._—~
Patel/e/POSTOFFICE;  GRO ;Tony 
Marsh/e/POSTOFFIC_._._._~. GRo. , Graham C 
Ward/e/POSTOFFICEi G_R_O__ 

Subject: Fujitsu contract changes 

As discussed, there are reams of emails about this (as you can imagine).This appears to be the most 
succinct. 

As discussc , , , ,.f. L., : ! E s. 

Tony Utting 
--- - Forwarded by Tony R Utting/e/POSTOFFICE on 15/06/2004 09:01 -----

o: David W Miller/e/PO , 4"C:: i~r"! Y v~ GRo 

S&A SMs 

N9n.rd Cu npy  :.,s, 

Date: 6101/2003 12:38 
From: Tony Marsh 

Subject: Fujitsu contract changes 

Dave 

This refers to the reduction, without any prior reference to anyone in my team, of the number of 
pre-paid audit and investigation information requests agreed in the contract from 500 to 330. 1 had 
previously agreed with Mike Hannon that our original figure of 750 (itself reduced from a rather 
comfortable 1000) could be reduced to 500 provided that our bid for funding to cover any additional 
requests would be met. We have a bid in for £50k for this purpose. 

With the introduction of banking and the proposal to remove the hard copy cash account facility (which 
I am disposed to endorse despite resistance from both my own investigators and Legal Services 
provided that the retail line agrees to enforce compliance around Horizon passwords) every 
investigation, whether full or preliminary, may require access to data held by Fujitsu. 

I was surprised that such a change was made without any reference to the primary stakeholder. 
Provided I have your commitment that POL will meet any additional costs which may be caused as a 
result of this decision however I am comfortable if this has contributed to the reduction in the overall 
Fujitsu contract costs. 

Tony 

Forwarded by Tony Marsh/e/POSTOFFICE on 16/01/2003 12:17----

V P Cdttws g To: Duncan McFadyen/e/POSTOFFICE ._._._._._-Ro_._._._._._ 
EL 

>4 cc: Laury Callanfe/POSTOFFICE; __cio._ , Martin 
Ferlinc/e/POSTOFFICE( ,_ _,_._.cRo _._ , Phil 
Gerrish/e1POSTOFFICEL CRC  Tony 
Marsh/e/POSTOFFICE ._._. GRO _ - I 

Subject: Re: SALT ACTION POINTS 

I think I have disposed of my action point from SALT as follows. 
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I have today spoken with Keith Baines The Client Manager for Fujitsu, who tells me that the proposed 
reduction in requests has been agreed at EC level (Dave Miller and co) and that the business is 
aware, that should we exceed the number of requests in the contract, further resources will have to be 
found by the business to pay for them. 

The rationale behind the decision was that it was felt that we should not pay for anything in the 
contract we did not use and there was no certainty that we would reach the previously agreed 
numbers. 

Hope this clarifies matters 

Tony U 
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John D Cole To: Tony R Utting/e/POSTOFFICE 

06/07/2004 07:57 
cc. 
cc: 

Subject: Re: Fujitsu contract changes[i 

Tony, Regarding the costs, yes the amount for the additional queries is still £17t . Please see small 
table below, of how this was arrived at: 

Increased No of Queries 390 
Increased Price £170,000.00 
Price per query £ 435.90 
C2 Daily Rate* £ 1,039.00 
C2 Hourly Rate £ 129.88 
No of hours per query 3.36 
The new annual limits will be 720 queries or 15,000 query days, which ever is reached first. 

We have examined the proposed additional costs and consider this is not unreasonable, compared to 
the charges for the existing facility ( which is 330 queries for the annual cost of £670k) 

* C2= Consultant 2 rates,( this is because all Fujitsu Services costs are based on consultancy 
charges) 
Tony R Utting 

Tony R Utting To: John D Colele/POSTOFFlCE( GRO 
05/07/200416:51 cc: 

Subject: Re: Fujitsu contract changes[] 

I think you have hit the proverbial nail on the head. I don't know if there ever was a formal response. 

I have contacted Tony Marsh and one of us will raise it with Dave as a matter of urgency. We are 
going to have problems if we don't sort it soon. 

Were you able to discover why the costs were so high when you last went back to Fujitsu? and are we 
still looking at £170k for this 

Thanks for your help to date 

Tony U 

John D Cole 

John D Cole To: Tony R Utting/e/POSTOFFICE 
GRO.._._.

05/07/2004 16:33 cc: Keith K Baines/e/POSTOFFICE ' ' GRO ' ' j 
Subject: Re: Fujitsu contract changes[) 

'------------------------------------

Tony,  Further to your latest reply, I think the principal point in the various e-mails is Tony Marsh's 
statement to Dave Miller in which he asks;"Provided I have your commitment that POL will meet 
any additional costs which may be caused as a result of this decision however I am 
comfortable if this has contributed to the reduction in the overall Fujitsu contract costs",What 
was Dave Millers reaction to this statement?. 
I still believe the additional funding is an operational matter which needs to be pursued with Dave 
Miller by yourselves, we are as keen as you are to see resolution of this issue so that the you can 
carry out your contractural obligations. Thanks John Cole, 
Tony R Utting 

Tony R Utting To: John D Cole/e/POSTOFFICE@F.-•-•-..,... o,...,.. ;.ii 
cc: Tony Marsh/e/POSTOFFICE@F4 GRO 



POL001 14566 
POL00114566 

05/07/2004 15:07 
Subject: Fujitsu contract changes 

I have received your reply and would contest that the decision to reduce our request numbers was 
made in the Operations Directorate. The email below records that when I spoke to Keith Baines, he 
suggested to me that the decision was made by the EC. 

We now have 22 requests left to last us until January next year and are currently utilising them at a 
rate of over forty per month in the expectation that the business was going to find funding for this. 
Should we run out, then we there will be an impact on our ability to investigate crimes against the 
business and in at least one case we may be in breach of a contractual obligation to investigate fraud 
against a client product. 

Has this issue been raised within the business from you side, as I have not been notified until today 
that the extra requests were not going to happen. 

Thanks 

Tony Utting 
Forwarded by Tony R Uttingie!POSTOFFICE on 05107/2004 15:00 

Tony R Utting To: John D Cole/e/POSTOFFICE 'GRO 

15/06/2004 09:03 cc: Dave Pardoe/e/POSTOFFICEI GRO : Manish 
Patel/eiPOSTOFFICE  Ro Tony 
Marsh/e/POSTOFFICE GRO Graham C 
Wardle/POSTOFFIC . GRO 

Subject: Fujitsu contract changes"-"•"'"•"'"'"'"'"•"'"•"•"'"'" 

As discussed, there are reams of emails about this (as you can imagine).This appears to be the most 
succinct. 

As discussed, we have no money to pay for this. 

Tony Utting 
-• Forwarded by Tony R Uttingie/POSTOFFICE on 15/06/2004 09:01 -----

To: David W Miller/e/POSTOFFICE{ GRO
cc: S&A SMs 
bcc: 
Hard Copy To: 
Hard Copy cc: 

Date: 16/01/2003 12:38 
From: Tony Marsh 

Subject: Fujitsu contract changes 

Dave 

This refers to the reduction, without any prior reference to anyone in my team, of the number of 
pre-paid audit and investigation information requests agreed in the contract from 500 to 330. I had 
previously agreed with Mike Hannon that our original figure of 750 (itself reduced from a rather 
comfortable 1000) could be reduced to 500 provided that our bid for funding to cover any additional 
requests would be met. We have a bid in for £50k for this purpose, 
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With the introduction of banking and the proposal to remove the hard copy cash account facility (which 
I am disposed to endorse despite resistance from both my own investigators and Legal Services 
provided that the retail line agrees to enforce compliance around Horizon passwords) every 
investigation, whether full or preliminary, may require access to data held by Fujitsu. 

I was surprised that such a change was made without any reference to the primary stakeholder. 
Provided I have your commitment that POL will meet any additional costs which may be caused as a 
result of this decision however I am comfortable if this has contributed to the reduction in the overall 
Fujitsu contract costs_ 

Tony 

Forwarded by Tony Marsh/e/POSTOFFICE on 16/01/2003 12:17 ----• 

Tony R Utting To: Duncan McFadyen/e/POSTOFFICE ._._. ._._-Ro _._... . 

15,01/2003 1654 cc: Laury Callan/e!POSTOFFIC _._.__._._.gag_...__._.__]Vlartin 
Ferlinc/e/POSTOFFICE (.......*-'~  Phil 
Gerrish/e/POSTOFFIC 

...._ 
.GRO : Tony 

Marsh/e/POSTOFFICE cRo 
Subject: Re: SALT ACTION POINT L 

I think I have disposed of my action point from SALT as follows. 

I have today spoken with Keith Baines The Client Manager for Fujitsu, who tells me that the proposed 
reduction in requests has been agreed at EC level (Dave Miller and co) and that the business is 
aware, that should we exceed the number of requests in the contract, further resources will have to be 
found by the business to pay for them. 

The rationale behind the decision was si ., u.. ' ,~,~ ;w ould not pay for ,;ar,,E , s' U 4 

contract we did not use and the  o r1 . e r„ mach the or, . i....r . 

numbers. 

Hope this clarifies matters 

Tony U 
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Increased No. of Queries 390 
Increased Price £ 170,000.00 
Price per query £ 435.90 
C2 Daily Rate £ 1,039.00 
C2 Hourly Rate £ 129.88 
No. of hours per query 3.36 
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Tony R Utting "c> a+:, tra a )i4 TOFFICE _. 

01/07/2004 17:14 Sub{ 

John 

am su, e that it is nothing to uc with your tea :  ,L a fi . _ : ;i~le to problems with 
we have just ° -. fir a ri   a44 data to the 

detail Ling. 

We are also currently issuing 46 requests per month, which will take us past our current yearly limit 
somewhere around August, so can you confirm that we will be moving to the new increased levels as 
discussed recently. 

Should this not be the case, then we have a serious risk that we will be unable to undertake 
investigative activity where Horizon data is required for a considerable period, until we are allowed a 
new set of requests., 

Than +l,.:, .-..r. uu help 

Tony Utting 
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Keith K Baines To: John D Cole/e/POSTOFFICE _,____-ow 
cc: 

21/06/2004 09:14 Subject: Forest Gate & Urmston - Reported Issues 

Forwarded by Keith K Baines/e/POSTOFFICE on 21/06/2004 09:14 -----

Graham C Ward To: Keith K Baines!e!POSTOFFICE(,.,_. O_ _; 

15/06/2004 12:03 cc. 
Subject: Fore:` "C. .E,

Keith 

Further to the e mail below, Fujitsu have now finished checking all previously submitted ARQ's (only 
those that have proceeded to prosecution) and have found errors (i.e. incomplete transactionlevent 
logs) in data supplied for another 4 offices. I am in the process of ascertaining at what stage these 
prosecutions are at and the potential impact on the evidence. Hopefully, as with Forest Gate & 
Urmston, we can overcome the problem with a supporting statement, but I am aware that one of the 
cases has already been completed with a successful prosecution. 

Regards 

Graham 

Casework Manager 
Operations 
Post Office Ltd Security 
PO BOX I 
Croydon 
CR9 1WN 

GRO 1 Fax 1 GRO Mobex GRO. MobIle GRO . .-._.-.-., 
-snail graham.c.wardj GRO 

Forwarded by Graham C Wardle/POSTOFFICE on 15/06x'2004 11:48 ----- 

Graham C Ward To: Keith KBaines/e/POST<OFFIC __.=-1--

01/06/2004 0905 cc: Dave Pardoe/e/POSTQEEJ.C.EL._ GRO ;Tony R 
Utting/e/POSTOFFICI  GRO _' 

a

.. Subject: Forest Gate & Urmston -Reported Issues 

Keith 

please see the e mail below from Bill Mitchell, Fujitsu Security Manager. Basically, some of the 
transaction log requests we have submitted have been returned 'incomplete' due to human error on 
their part. This could invite some criticism from Defence counsel in cases where the logs have been 
used in evidence. Fujitsu are submitting 'complete' data with a supporting statement, so hopefully the 
issue will not be a great problem. 

This is forwarded to you for your information c ;1 „ny action you 1eo m o-;ppropriate from a commercial 
I contractual perspective. 
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Regards 

Graham 

Casework Manager 
Operations 
Post Office Lt
PO BOX 1 
Croydon 
CR9 1WN 

---, 
SI-D Phone;._._._._._. GRO - < Fax _ ._._...cR°_._ W._rMobex _._._.GRO _v Mobile:  _ GRO 
External Email: graham.c.wardL..._......• Q. •-------

Forwarded by Graham C Wardle/POSTOFFICE on 01/06/2004 08:58 ----

Mitchell Wi iia a To: graharn.c.ward ,,._.___GRO __ .w_._._._._._._._._._._._._._._._._._.. 
<William. I .(rr i _ cc: "Sewell Peter FEL01 " <p GRO _1>, Thomas 
fujitsu,r:rwn> Penny GRO 1> 
~1 7 Subject: Forest Gate & Urmston -Reported Issues 

Graham, 

With reference to your emails dated tcdai ~- ~t % , . t. ;~ ',: _ u ~ ~ >t ,.ate.: „o t f ("
& 138 (St Kew Highway), the linking with dRQ 44 244 <o 4 curt cats .,F i , 
Sept 2004, I've ask Penny to contact you directly regardii ig thews;. 

I've prepared the following update on the issues with ARQ for Forest Gate and Urmston, I have also 
as far as is possible quantified the scale of the problem and actions we have already taken to restore 
confidence in the quality of the information normally provided. The overall cause for the data being 
omitted is regretfully operator error. I've detailed each FAD and corresponding ARQ below together 
with an ucri ate as to the root cause. 

Forest Gate: This request is split over 3 ARQ, No's 198, 199 & 200 

ARQ 198 - The ARQ covers ilre period 14/10/02 to 13/11/2002, totalling 31 query 
days. The root cause for 'I ;o remission of data from this ARQ is that the retrieval was 
executed as a single task with the resultant data retrieval exceeding the available 1 Gb 
limit of the Message Store area on the Audit Server. This forced the Audit Server to 
randomly drop 11,135 data entries. A total of 10 days have been affected these dates 
are: 

16/10 - Partial, no end of day 

17110 - Partial, no end of day 

1c"11r No data rotriovcot. 

2J10 - Pro , end o,fday 

22110 - Partial, no end of day 

23110 - Partial, no end of day 

25/10 - Partial, no end of day 
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26/10 - No data retrieved 

29/10 - No data retrieved 

30/10 - Partial, no end of day 

ARQ 199: Thy !IRQ covers the period  ' ?/ i /02 1. 1 1112/2002,  totalling 28 query days. 
The root cause for the omission of data from AF/ 1T1 is when an ARQ is retrieved it 
is necessary to add additional days to the enc of:he requested date span to ensure a 
full and complete capture of the data which may have been harvested at different 
times, The operator should then confirm that an end of day log off is present and 
extract only the required data files. In this case the operator added two additional 
days to each ARQ,. which is normally sufficient, but it appears did not confirm that an 
end of day log off was present, consequently an additional 235 data entries were not 
included in the data extraction. The affected dates are: 

ARQ 198 - 27/1112002 - Partial, no end of day 

ARQ 200: The ARQ covers the period 12/1212002 to 08/01/2003, totalling 28 query 
days. The root cause for the omission of data from this ARQ was the same as ARQ 
199 above and 679 additional data entries were not included in the data extraction. 
The affected dates are: 

ARQ 200-03/01/2003 - Partial, no end of day 

We are currently repeating the exercise to extract the ARQ for Forest Gate a d 2.ese 
will be forward as soon as is practicable. 

Ftu ,,ms, n: Th2 req  ec'u.at s to ,ARQ 220 only 

ARQ 320 - The ARQ covers the period of the 03/01/2003, totalling 1 query days. T' ~e 
root cause for the omission of data from this ARQ was the same as ARQ 199 above 
consequently an additional 235 data entries were not included in the data extraction. 
The affected date is: 

ARQ 320: The ARQ covers the period 03/01/2003, totalling 1 noery .'oys. The root 
cause for the omission of data from hits ARO oar the some _.s :-..RCS 199 and 200 
above and 796 additional 796 entries wore induced in the dote extraction. The 
affected dates are: 

ARQ 299 - 02/0112002 . rhr =:?, no end of day 

The extraction of .data for i :.anr so_, has already been repeated and dispatched to you. 
11/s ARQ is ; srw cm tact arr. or 1k requires an additional statement to complete the 

In odd d es. to th 0 b Dl , WO Fr "v checked tOe foih,'w di other S R s for `r'h ich stritern erOs have  t ..vs.. 

rec re: te ' :'.ira discrepa roles have been  f unc 

A<:hlr,rd ARc..13-205 

Borehamwood - ARQ 155 - 159, 201, 259 - 262, 278 - 281, 346 - 349 

Carbis Bay - ARQ 231 - 233 

Chigwell - ARQ 132 

East Grimstead - ARQ 236 & 283 

Eastern - ARQ 284, 253 - 283 
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P r

ityofLondon -A i 210 

Kingshurst - ,R 381 - 382 

Heathway ARQ 169 

Leyton - ARQ 221 - 224 

Marchington - ARQ317 - 319 

Marchmont - ARQ 238 

Newport - 160 2 

Shobnall - 2t 

I am out of the office tomorrow (Wednesday 26 Ma , but should be available on 0208 730 4561, 
which will diverted to my mobile automatically if yc_l c; ~1 to discuss the above details. 

Regards 

Bill Mitchell 

~r Eraitd 't

FUJ ITS U 

Forest Road, Feltham, Middlesex, TW13 7EJ 

Tel: I GRO intenial: L  _I 

Mob: {_.-.--.--GRO

Fax: GRO I Intema{  RO G ._._._._._._._._._._._._._._._._.- L ._ ._. .? 

E-mail: williani.mitchell GRO 

Web: htto:/I .fujjtu.com 
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Fujitsu Services Registered in England no 96056, Registered Office 26, Finsbury Square, London, EC2A ISL 

This e-mail is only for the use of its intended recipient. Its contents are confidential and may be privileged. Fujitsu Services does not 
guarantee  that this c -mail has not becn intercepted and an ended or that it is virus-free. 
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Tony R Utting To: John D Cole/e/POSTOFFICE _ GRO 

1510612004 0903 
cc: Dave Pardoeie/POSTOFFICE(~ _ _GRo _ ;Hanish 

Patel/e/POSTOFFICE(.r. _p.! o _ _ _ . F_ Tony 
Marsh/e/POSTOFFICE GRO Graham C 
Ward/e/POSTOFFICE; GRO

Subject: Fujitsu contract changes 

As discussed, there are reams of emails about this (as you can imagine).This appears to be the most 
succinct. 

As discussed, we have no money to pay for this. 

Tony Utting 
-- .-- Forwarded by Tony R Utting/e/POSTOFFICE on 1510612004 09:01 —.---

To: David W ._._._._._._._._._._._._._._._._._._.. 
cc: S&A SMs 
bcc: 
Hard Copy lu .
Hard "  

Date: 16/01/2003 12:38 
From: Tony Marsh 

Subject: Fujitsu contract changes 

Dave 

This refers to the reduction, without any prior reference to anyone in my team, of the number of 
pre-paid audit and investigation information requests agreed in the contract from 500 to 330. i had 
previously agreed with Mike Hannon that our original figure of 750 (itself reduced from a rather 
comfortable 1000) could be reduced to 500 provided that our bid for funding to cover any additional 
requests would be met. We have a bid in for £50k for this purpose. 

With the introduction of banking and the proposal to remove the hard copy cash account facility (which 
I am disposed to endorse despite resistance from both my own investigators and Legal Services 
provided that the retail line agrees to enforce compliance around Horizon passwords) every 
investigation, whether full or preliminary, may require access to data held by Fujitsu. 

I was surprised that such a change was made without any reference to the primary stakeholder.. 
Provided I have your commitment that POL will meet any additional costs which may be caused as a 
result of this decision however I am comfortable if this has contributed to the reduction in the overall 
Fujitsu contract costs. 

Tony 

----- Forwarded by Tony Marsh/e/POSTOFFICE on 16101/2003 12:17 

Tony R Utting To: Duncan McFadyen/e/POSTOFFICEsr - O

15/01,`2003 1654 cc: Laury Callan/e/POSTOFFICE . R, .:  :Martin 
Ferline/e/POSTOFFICE GRo i Phil 
Gerrish/e/POSTOFFICE

GRo:_ 
__-;Tony 

Marsh/e/POSTOFFICE; _ -GO ___-_-_- 

Re: SALT ACTION POINTSE] 

th nk. I hnvfs rF. sp•oEd ct rr ...............cr. rr;?m 5FA1.T ar to':n~nrs. 
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I have today spoken with Keith Baines The Client Manager for Fujitsu, who tells me that the proposed 
reduction in requests has been agreed at EC level (Dave Miller and co) and that the business is 
aware, that should we exceed the number of requests in the contract, further resources will have to be 
found by the business to pay for them. 

The rationale behind the decision was that it was felt that we should not pay for anything in the 
contract we did not use and there was no certainty that we would reach the previously agreed 
numbers. 

Hope this clarifies matters 

Tony U 
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Darryl Judd To: PostOfficeAccountChangeManagementJ.,.__._. GRO 
. - cc: John D Cole/e/POSTOFFiCEd_._ GRO , Chris 

28/07!200411.50 Rendora/e/POSTOFFICEr GRO 
Subject: POLCC_FSL_OR0032 CCN - Exercising option to increase volume 

of Audit Record Requests 

Ken, 

i have been asked to raise the attached Post Office Ltd Change Request, 
POLCC FSL CR0032 CCN - Exercising option to increase volume of Audit Record Requests, with 
Fujitsu Services Ltd with a request that a Contract Control Note (CCN) is produced to meet the work 
requirement. 

POLCC FSL CR0032 CCN .c Ems+ i_a O FSL CR0032 CCNatt1 6 

The change provides for the increase in the number of Audit Record Requests as per attachment. 

The output required from this change will be for Fujitsu Services to provide a new an .unl tc ai if i udit 
Record Requests of 720, and reflected within The Agreement 

POLtu bus    saga is ...Ht- a sic.. .Lay enquine8 on its cs', ` , r. sh sut . Lati: 
_ - -----'- -- -- --- -'--- -- -. ... - -.-. -. -. - ... -. -.-•-•-... 

,.Li .,> <_c, 1 i GRO

F h. e s .. change{ar,`z' ~+~ ~ 1 ,_t.~ {y me if „~)i Q have any concerns ~,- r*. H' !~ . rl :<` about `I

Regards 

Darryl Judd 

Commercial Change 
Post Office Ltd 
IT Directorate 

2nd Floor, Calthorpe House, 15-20 Phoenix Place, LONDON, WC1X ODA. 

Postlinea_._._. cRo._._ STD Phgn .j 
--- 

_GRO.----_-' ` Fax:; 
. . . 

GRO 
External Email: darryl.judd GRO 
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IT Commercial Team In Commercial Confidence 

Post Office Ltd Change Request POLCC FSL_CR0032 CCN 

Change Request Form 
Number: 
Allocated b PSO 

Confidentiality: No 
(Any constraints on access to the Change Re  uest 

Project: N/A 
(Project against which change is raised) 

Change Request Title: Exercising option to increase volume of Audit Record Requests 
(A few words to identify the change) 

Authorised Person: Originator: Business Owner: 
Keith Baines John Cole John Cole 
Date Change Request Raised: 28/07/04 Date issued to Supplier: 28/07/04 

Are there any attachments to this Summary of attachments: "Audit Record Queries" 
Change Request? Yes correspondence between FS/POL dated 09/06/2004 

(A summarj list of attached documents) 
Description of Change: 
(A full description of the context of the change and the required change outcome — with any business or technical dot ,ii
clearly interpret it) 
To increase the number of Audit Record Requests as per attached letter 

Required Outputs from Change: 
(Specific items to be delivered to satisfy the change requirement) 
To provide a new annual total of Audit Record Requests of 720, within The Agreement. 

Required Implementation Date or Release: 
New totals to be available from 1s` September 2004 

Priority: High 
(Show stopper/High /Medium /Low with supporting explanation) 

Business Reason for Change Request: 
(A brief description of the business reason for raising this change; identified benefits; dependencies; and impact if the change is 
not implemented) Current contractual limits are not adequate to meet mandatory requirements from PO 
Security Team and Clients 

CRS Reference Number: N/A 
(Reference number of the initiative from the Common Radar Screen 
Business Case Title: N/A 
Title of the business case under which this change is justiffed 

Business Case Log Number: N/A Business Case Authority Number: N/A 
Budget Holder: Finance Analyst: I Cost Centre Code: 
(for any costs incurred) (for budget area) (for budget area) 
Keith Baines Liz McKinstry 
Tel.No. Tel.No. 
Urgent: Yes Reason for Urgency: New limits required from 01/09/04, FS 
Yes/No) require 1 months notice to implement new limits. 

Should the Change be sent to External Suppliers without Initial Sponsor / Business Assessment? 
If 'Yes' state reason why) 

Suppliers impacted by change (Circre ~.. / /rkt Known) 

PO Ltd Yes Alliance & Leicester Yes / No / Not Known 
Fujitsu Yes / Streamline Yes / No / Not Known 
IBM Yes / No / Not Known Royal Mail Group Yes / No / Not Known 
EDS Yes / No / Not Known Prism Alliance Yes / No / Not Known 
Government Yes f No / Not Known Other (please state) 
LINK Yes / No / Not Known 

Change Request Template Page 1 of 2 Version: 1.0 

In Commercial Confidence V e 'en Ta'e: 6th January 2004 
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IT Commercial Team In Commercial Coi

PPO Ltd Change Plan: Yes 
Will the change require a revision to the current PO Ltd Change Plan? No 

Uncertain 
(tf yes, provide details including details of any authority) 

Document(s) Affected: (Give full document litty, reference and ver iort number/date.) 
(e.g. Product Description NS It may not be I The Agreement 
possible to identify d,cuments atthis stage) . 

Change Impacts: 
(information on the potential impacts of the change to ensure that all relevant activities and dependencies are understood and 
udHrwcswci _ cww nriir)wrinac 

0 FS. charges. 
will increase by circa £100k (lad year 2004/05, this will be covered by 

other savings on other FS charges. 
e There will be recurring costs of £170k, plus VA unnum, PO Security will need to bid for 

this money. (Financial Year 2005/06) 

Assumptions: 
(List any assumptions that have been used to document this change) 

Page 2 of 2 Version: 1.0 
In Commercial Confidence Version Date: 6th January 2004 
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FUJITSU SERVICES 
Forest Road, Feliham, Middlesex T W13 7E 1 
Tel:  GRO  Ea. X;: GRO 

.I

Email: askfu'ifsu GRO 9 Web: services.fujdsu.can 

9 June 2004 

Keith Baines. 
Contract Manager (FS) 
Post Office Limited 
Change & IS 
Calthorpe House 
15-20 Phoenix Place 
London WC 1 ODA 

Audit Record Queries 

Our Ref: CLS/jla1549 

At the Commercial Forum held on 28 April 2004 you asked for information on increase 
costs if Post Office Ltd were to exercise the option of increasing the number of Audit 
Record Queries. 

Further to the update I provided to Commercial Forum held on the 26 May 2004 Office Ltd 
and action point 17.07 I can confirm the following principles: 

I . Fujitsu. Services would be able to accommodate a "one step" increase to revised 
annual limits of 720 queries or 15,000 query days, which ever is reached first; 

2. Old Format Queries and New Format Queries can be included in the above revised 
limits, but with the differential Target Times remaining; 

3. For DWP an additional 84 queries per annum can be accommodated, equivalent to 
7 queries per month with a burst rate of 10 queries per month provided the annual 
total doesn't exceed 84; 

4. The increase in the Security Management Service would be £170,000 pc a) ii 
5. A notice period of I month is required to establish the new limits. 

At present the number of queries is counted on a calendar year basis whilst the
a financial year basis ending 31 March. I would suggest that if the change to the n.::
principles are agreed the query count period be changed to a financial year basis. 

All other elements comprising the Security Man...  remain unchanged. 

Please let are knnw if you require an'' further infr'rmal 

ct-Smith 
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FUJITSU SERVICES 
Forest Road,. Feltham, Middlese, :T Lja.7.E,1 Tel:*_._. . . .

._.cRo ._._._._._._ I
Email askfuutst GRO Web: services.fujitsu-com 

9 June 2004 

Keith Baines 
Contract Manager (FS) 
Post Office Limited 
Change & IS 
Calthorpe House. 
15-20 Phoenix Place 
London WC1 ODA 

Dear Keith, 

Audit Record Queries 

Our Ref: CLS/jla/549 

At the Commercial Foram held on 28 April 20.04 you asked for information on increase 
costs if Post Office Ltd were to exercise the option of increasing the number of Audit 
Record Queries. 

F,{, rdier to the update I provided, to Commercial Forum held on the 26 May 2004 Office Ltd 
,r wtian point 17.07 l: can confirm the following principles: 

1. Fujitsu Services would be able to accommodate a "one step" increase to revised 
annual limits of 720 queries or 15,000 query days, which ever is reached first; 

2. Old Format Queries and New Format Queries can be included in the above revised 
limits, but with the differential. Target Times remaining; 

3. For DWP an additional 84 queries per annum can be accommodated, equivalent to 
7 queries per month with a burst rate of 10 queries per month provided the annual 
total doesn't exceed 84; 

4. The increase in the Security Management Service would be £170,000 per annum. 
5. A notice pet i _ s i uth s required to establish the new limits. 

At present the number of queries is counted on a calendar year basis whilst the charge in on 
a financial year basis ending 31 March. I would suggest that if the change to the revised 
principles are agreed the query count period be changed to a financial year basis. 

All other elemc:u.0 .umprisingthe Mti _:t  ., ; ., ~ufu unchanged. 

Please let me know i:f you require any further information. 

Yours sincerely, 

Colin Lenton-Smith 
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Tony R Utting To: John D Cole/e/POSTOFFICE{ GRO 
04/06/200413:59 Subject: Horizon data via Fujitsu 

As .yo,, can see we are in a difficult position this month and if something really serious were to 
Va,_=pe a (a-̀-.s happened in April) we would be in severe difficulties. 

Has there e ~`.,Uv rF ... .r"p ag r ;,.w n getting  us .. t re ?'egw'4 c;ts ctfi 

(honks 

i o 
ny Uiii;"a`~ 
Forwar ` : I by iy RUtting/e/POSTOFFlCE on 04/06/2004 13:57 ---_- 

Graham C Ward To: Investigation All 
04/06/2004 1337 cc: Tony R Utting/e/POSTOFFICE( _ ._._._..R..._._._._._.s, Dave 

Pardoe/e/POSTOFFI CE( cRo._._._._._._., 
F, `cz: Horizon data via Fujitsu 

A It 

Fu. -1: tolet hat we have it . kcvr.; r,'; L I of our ii
i., i 

u %ita kr nt , so no HiV ; 
roe uast.e can be proumuseil ...... It the 01 July. 

Graham 
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Tony R Utting To: John D Cole/e/POSTOFFICE~_._  GRO 

10(05/2004 1635 
cc: Charles Brown/e/POSTOFFICE ________-_GRo_._ _._ _. ; Graham C 

Ward/e/POSTOFFICEE_"'_:__:_GRo
Subject: DWP requests Horizon data 

You may recall we spoke a couple of weeks ago regarding our limited access to Horizon data and the 
pressure we are being out under to provide ever larger volumes in support of ongoing prosecutions 
being undertaken by DWP. 

To illustrate  the point,  uui.. , c ~~ v<~ F x. v,. .
investigators over the  , year, ~n Pik. ;«~ c at the , ~~ neasi n this 
resource. Some of the requests are c ate; ns 1 June as : in is vhun we are next -:;hi to request data 
under the current contract. 

We discussed previously asking Fujitsu to deal with all DWP requests separately and charge for each 
individually, has this been progressed at all, as there is an opportunity here to relieve some of the 
current pressure and we could find that they become more reasonable in their requests if they are 
charged. At present, despite our own opinions about the possible validity of what they are asking for, it 
is very difficult to argue in a court of law that the data is not necessary, when the prosecuting counsel 
is the person who has asked for it to be provided. ej I(a,r 

Bearing in :- ind the negative publicity that we and DWP regularly receive in the press, if one of these 
cases were to fail because we could not, or would not provide the ,1n . r:.r -x.~ nested, then we would 
be in the firing e.

Please get a.Gk to m Ii i  Jt_! r .;ct io Es, ~s t . 'ti ter 

Thanks 

Tony Utting 

Forwarded by Tony R Utting/e(POSTOFFl E on 10/05/2004 16:26--

1  To: Tony R Utting/e/POSTOFFICEI_._._ GRO 

Subject: DWP requests Horizon data 

DWP requests.xl: 
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Tony R Utting To: John D Cole/e/POSTOFFIC
cc: Tony Marsh/a/POSTOF,E.t E1F,~r: 1ROL:d;  Graham C 

26/04/2004 16:05 Ward/e/POSTOFFICE(.,,._._._._._.RRo______ I 
Subject: Horizon data 

Thanks for the call now for the more difficult task of deciding how much we need to increase our 
request numbers by. 

You will see below some figures provided by Graham Ward from our casework team here at Croydon. 
Graham manages the data requests from Fujitsu for ourselves and fends off as many as he can to 
ensure that we do not go over our limits. 

Estimating our requirements is difficult for a number of reasons, not least because we have asked 
investigators. t  sr `°•rr7 in hat they ask for due to the low number of requests we have available 
to us. 

Just for your information we raise something in the region of 1000 investigations each year, most of 
which are never likely to get to a point whereby Horizon data becomes necessary, but potentially many 
more will if we have the data available to us to examine (bearing in mind resource limitations etc). 

The figures below relate to both our own and DWPs requests for this year and so far about a third of 
the requests are from DWP. This has caused Graham to hold back, or refuse requests for our own 
investigators and for other areas of the business. 

We are also looking at the reduction in paperwork exercise currently in progress and estimate that in 
the absence of some of the paper documentation we have relied upon in the past, that we will require 
more data in the future in order to provide sufficient evidence to prove dishonesty. It is also possible 
that the business may need to obtain audit data in order to refute claims, that transactions that have 
caused errors to be raised did not take place as described in those errors. 

From our experiences of the numbers of requests received from our team and the wider business we 
estimate that to be sure of not hitting our limits in the future the request number should be raised to 
720 per year and the number of days to 15000. This would not include the DWP requests, as they 
should only have a need for data for the next year or so and so to include their requests may be an 
unnecessary cost which could ore easily be dealt with by taking them out of our numbers and asking 
Fujitsu to deal with and charge for them separately, on an ad hoc basis. 

I can't promise that the figures we have given are in any way more than a guesstimate, as we 
discussed earlier but I do believe that the numbers quoted above would allow us the flexibility to 
ensure that we do not have to close down cases early simply because we cannot obtain the evidence 
we require. 

We are of course seeking a longer term solution of having direct access to all audit data, but 
understandably that will take a little longer to achieve. 

Thanks for your help, it was nice to have such a positive response to a problem that has grown 
steadily more of an issue in recent months 

I would be happy to meet up and discuss further if you think it would be helpful 

Regards 

Tony Utting 
Internal Crime Policy and Standards Manager 
Post Office Limited 

Mobex I GRO 
mobild GRO 

Forwarded by Tony R Utting/e/POSTOFFICE on 26/04/2004 15:12 -----
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Graham C Ward To: Tony R Utting/e/POSTOFFICE GRO.-- _.-
23/04/2004 16:01 cc: 

Subject: Horizon data 

Tony 

as discussed & following the latest DWP request for 6 months data (which was originally 13 months 
and may still be depending on the Judge's order), here is a forecast predicting likely numbers for the 
year. If we continue at this rate we will use up all our requests within 7 months. 

Thus far we have 54 requests in place totalling 694 days, 41 submitted and 13 waiting to go on the 01 
May. This does not include the further 6 requests for the DWP which cover 182 more days. Adding all 
these together comes to 60 requests - 876 days as of the 23/04/04. 

If we continue at this rate we will be submitting approx : 952 requests this year which is 622 over the 
contractual limit. We will also likely exceed the numbers of days (4620 per year), but this more difficult 
to predict as some people want 31 days per request, others just a single day. 

It is difficult to predict, but I would think that exercising the clause in the contract allowing Post Office 
Ltd to increase its numbers of requests, would be a sensible option at this point in time. 

Regards 

Graham 

Casework Manager 
Operations 
Post Office Ltd Security 
PO BOX 1 
Croydon 
CR9 1 W N 

STD Phone: i
External Email: graham.c.ward__._._ _. GRO 
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Graham C Ward To: Tony R Utting/e/POSTOFFICE~-._,_._.__i R _ 
( 

23/04/2004 16:01 cc' 
Subject: Horizon data 

Tony 

as discussed & following the latest DWP request for 6 months data (which was originally 13 months 
and may still be depending on the Judge's order), here is a forecast predicting likely numbers for the 
year. If we continue at this rate we will use up all our requests within 7 months. 

Thus far we have 54 requests in place totalling 694 days, 41 submitted and 13 waiting to go on the 01 
May. This does not include the further 6 requests for the DWP which cover 182 more days. Adding all 
these together comes to 60 requests - 876 days as of the 23/04!04. 

If we continue at this rate we will be submitting approx : 952 requests this year which is 622 over the 
contractual limit. We will also likely exceed the numbers of days (4620 per year), but this more difficult 
to predict as some people want 31 days per request, others just a single day. 

It is difficult to predict, but I would think that exercising the clause in the contract allowing Post Office 
Ltd to increase its numbers of requests, would be a sensible option at this point in time. 

Regards 

Graham 

Casework. Manager 
Operations 
Post Office Ltd Security 
PO BOX 1 
Croydon 
CR9 1WN 

STD Phone:[._._._._._._sizo 
__.__._. Fax: 

(_._._._._._GRO  Mobex: E ô"i Mobile; GRO 
External Email: graham.c.wardC _. ._._._._GRO ]
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