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& Hnan work' cc the Ho:r., m n pro sot 1. x r •.. ,>C 

e ...t. ... 3'o •t: Office htd.. My initial ,.o.le was in. the inte.gratic.n o.H the 

i ooremessaging system which is responsible for stor ing a 1 data in 

the Po s , Of ice ,,. ..., . hes and isu.i.1€. La i:.. iy 1. to the Data Cent. re's. ,. `Wa 

also responsible for e:d<.e des " ; 1 of the. interface between n hot '.on and 

,3tream1 int which processes all Credit a ,sd 0ebi. t: ;.and payments :i:.C"•r

Of. ~ ice Ltd. More recent Lv I've been .im.o_.ved. in projects assoc.-,.a,.ed 
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i. >.c.tded Q td>... .. s.ep r.. ...:J ~ 
1,2 

iiayt 5 p t , and i.a.niud:>.nq - 1 March 
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•n deed ...^'nnunicatis"ns issues between Horizon and the  . ati  Centre at ,._._s 

awe.,. e. Howe „ 's. .: ..i. . soon have had no impact. data rwmc. reed .ace ..... .!' 

the s.,rasach provided 1 .. operational . :oce.s s  s ware followed 
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he replication process Is designed such. that s :,. ,sIO data fail. to ;r:.: 

copied .immediately (fo.r example due to a La;i.J u re en . he local .>.'.' .€',€.'.t ,7or'k. 

witbi.e the ::,.Y.rlSt ,, fr'... e9T':~:'1__3ei. ~.i?;nt:e hei e. itch d. off or the blanch 

being di sconnected fr om the data centre) ,, th en further attempts are made 

to replicate  the da t.a a':. gula intervals until it _ finally copied 

successfully. Once the data reaches the l)at.a Ce tre a further copy is 

taken ho the Audi t Agent which writes it. to an Audit:. Ej..l a vol. oh Is added 

. f.', .. € ' i aiu it trail where i s <' .raa . .a b€.le .ler. r. t.r era"  for up to ' 

:.ts, Data in the audit trail is 'sealed"  with a secure checksum that 

.,. :.i held se pare tel. y to ensure that. it: has `#`.?'s; been tampered with or 

cox. recta - cl 

Other systems r.:' also E'.} :ices.`; the data .Ai.a.,•c:, .,h. Ci Mw raeN. ='3 ore via 

m .e  `s eL:e such systems F harvester   :z~vrw. ~` ., However ~ti ..~' v6 .., .~  .  <f, %.'u .. „.,. , ._. E.: x the scope lC'. of co "t , the 

t . iC  o... the u 1 trail 

...•,Ser:'y record that. i., written to the transaction ?;.G i'sas :a unique 

incrementing sequence : iu ber. This .3.: ..;:~'i posse; ibia to ' : ' if 

soy .. .U5 ,y, records have been 3 i 

While cc  seas jot ._ . .,.n . w= .ss, detail a the era

, t customer ,.C,4 .L 0 n are 1>;:k: ':ai.ic bOLd in the ,, Ltt. .'r`s ,...erT2e,3 umt.ii. 

t`„✓ customer seas ion €,often known as .'...':e 
es 

l. r'..i~.l,' . _ .i. ~:i _.x -: ~ a
i:. :: lea ,.s. At. that. 

point a, l details of ho transactions t.iticludinu  r,_s methods of payment 

used) a- sc: written tc tt:. ., local hard ütsk and Leptc5t . as

above) . .. . should be noted that  double ant y r ookk:eepinçi ft used when 

recordinga .,. i <.Tlartc'Wai transactions, in for every sale goods w'.r 

services, there .i s  a corresponding ..x.. r s ,. , cover he uet heo .:' : payment. 

that, has been used. 'ashen a stack" .i s secured it I a written .. .,_ such a 
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b isr:. '•.' .i t: u '~.... . :.., 2. ::}.x .,. ;. a is w e ., he cute trot : the L' ..L. hard k . 3 . ,:

.

st i,i~ ... none 
ss7t .Lt no.. n w a,. ,.en., t'nie Cam.onic.cpt or " at...a.. ... Sw fS4iitee

33 
i :., also 5 aken ini:o 

an c,u t when data . s z.epl.;. cat.. d t o ottt: r ssv itutru I e other couptere, 

ex.4erna.l.  .. ..... (j :

.f. 
3•x.;,,'2, f d. :e:i tot 4 it'  e s M F .a y r .. .rI ?.;r;: :o°Y.~. .~ xi<a~t: neon ..t,c: • :>.~ .L.: recited ~.'.. ~:.;1~.~ .:'^';:ci...i. 

hard disk before the screen is updated indicating that s new c orner 

session can be. ul.:or  >..t.d. p , 'e ..h€at al t  ocrr ' an arte:rin.t will have been. 

.E :Yde toreplicate the data r ;.~t..x.t.er.nal oystorn ci t. th is time, there is 

no cuarcntee at this point that such replication wi1]. 

t, 

have been 

...u:~.ess ..}r example ii. Y: Network Failure followed. by a 

Terminal failure there is s.w. [' >'r.. risk :.hat tS. arisa+c4. .2. ins3 in.''. .We 

intervening p'er :.c....b could s,?3'. .d.; at

:, .,. .i.. note tier is written includes ci chec!C..u?: ,ii" e✓:i.i3,', S f'&{:wt:. sr a CO... ,. 

w.hi.c.h is ...ac ked whenevet th data in; read to ensure 111/it ;t ha not 

teen corrupted. Any such corruptions detected reading result c: '.,t on  will   t" > 1 i in 

.mitres being re corded . .C: the event logs which ant held on the local. 

hard disk or a few days for immediate diagnosis o

2

ss is and, a1also i uned:i.a '.el~' 

rent through  to the data centre where they are hold di tot ea s. 

Any to l.--are , t :or1'{:n to ci hard disk tatter  apntopriatn retries) wi It

result tn. the counter fat. . ., .,.ng and. nrt. .di;g  to be resta rted and . 'D will .be' 

l '<ili!'6edi.nt :it; visible to the. user. 

,;her:etf ; .9':: .r:''f s r trie. red for audit $ .s ii.ries a n...:Tiho of rbe: ;, s: :, 

v. 4:c .~.. 3. a. • >..R ~51/~. .,

w., The a.....e ..t: :di .-s have not:, been to reied w:th La the Seals on the 

audit i i. es 'itt. ;ot rent. 'S

...he individual transactions have >.e . . .,. .„. ,,. .: checked no sure that 

they 'hay 'W net been corrupted, 

oe ur  Signature G RO GRO 
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. ,a if. ,v is inack at no records a_:'tc' Ni si<it' record 

C,i ne.:.l2 :, 'e.> by _.. counter ,.. z:, r.4.;: .;rcment.a.. segr :,;?
r:a 

number 
! y 

._~ beck is S" <'_ttfr.'.*'. }.r2.1... there •i e. a no c:d f r ., n the -_ W ~..).,,I :l i'ia' ,. e. l":
•.;.

'i.zor4 £w al rre is des gr a to store au 

the Branch - )'.. .aba se £'i'i,'. .:, s • T 3

X13 .1. }¢' :,.. T act.i.ors is retained at 

.d. t..e. Counter Business  App1,i 
a.t 

d: '. .< ....,, r , . .<ue s::ztahase known 

ii no oa`ex

ca ...:.r* than rn The 

ion. 

' In order to support recovery, the dentifser of the last successfully competed Basket is recorded on the 
Hard disk at the counter. However this is not classed as Business Data. 

S. €r: a ._._._..._._._.-.-.-._ Signature
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ransact.or;s are carried out locally ou th... .''~ao izoi' ;aline ..;t:3€..nse i. %sa• 

•:a task. . is built up during a Customer .3E,sS;ion Each . 'a"ata,. ;a..rmon ' ::.1. , 

..esu.. t. In a. Bas e Entry c.onsi. sting of one or raoreAccounting 1 ines.

. .he .. .,, -.A c... a Customer e...sion when the Bask.e.t has been completed and. sk i 

a t.z..,C..'ent 1:'W  (C.'r W€;.Odor lines) have been processed. end added ac§ 

the basket: t. as . further Accair .a. 
n Lines such that~L .iii L: ~ .~., .     value tr a. ~;a.yC~: the total c* ~, a ,f h 

B.  ..,.~, is .,. ..n. . 1 .::.he entire Backe_ is sent ✓ the Dat. -e,.-_e as ai BA.t 

Message where toe Branch Access Layer a.kIP.. . , preessea .. :e message and 

a! the A count log ':~ and. tines are recorded .
i Siat:.t , ~F":.Y t' ,t> to t=. '•_~.,  p;1r"'.. B%DB as 

of a single Or:cc a torrait. , This means 'that . all the transactions 

are. s, e or  the <. .. l..:i a Basket   ~.:"f~ success :5;" ...> .. written ~:-^::7  none ,.. them are. L.3C3+,"•~  

Accounting Lines have bee... successfully committed a response is returned. 

to the counter iodtca_. . .._his success and this then allows any receIpt.s ,

o be printed. The Basket. l.a deemed to cc fully ' ::{:i K?..E "::z3: once all a: 

D q
t  d.: e ti evant.. receipts have been successfully p print.:: 'd. t e &.h. if there 

are no receipts to he printed, tr.he_. the screen is updated to show the 

top re el  menu indicating successful completion .. f the previous Bas let.. 

The Oracle. Comm_.. - also includes  an ti ,_ ., . the data originallyiy 

transmitted =y b tr ~a{~~ r.  .vn .    .... ~t~:l the i i.: :, f.: £.>~-ta v ~::.':. . .. the S.~S', i.s ~ .. This u.,~. c~̀.s data    ,:. ~ digits.. .   ,.. :v, ~Y 7 .s. Lax s .5 ii 

;as:. the counter using a key generates as part of  the Leg On process it 

1.5 this audit record that:. is used to pre, . :.:ia, the extract of . rsS,.....ions 

used for Litigation
p
3 o N' t... . 

urt and table message from the counv"-e. .. a. store ,
 together with its 

Digital Signature and other ke attributes in an 'Aud.it. Male" tknown as 

t h Me'a.t a  e Jon rr In t .d...B< it h night after ..:i:ldniab€. r the 00t:E . . 

of this .. .;bl 4v.. the p:es into da.',. are copied from ,he 51102 to a number 

f sonar
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:' a ed each o,  . t'i 25 da t.. a y" .. ' x+ cg 's 

:>✓el.: c; sue. rated ..._... i aa. a.i...,. number t e . e .<. .E ... . .::. . a a' 4. .,. 

At t .'a,... io,.l.I.^:, a check it made ,..law a. :tu:

,,

e,;~ ...tl.".,:f:. ..,£a ?:.. . C:.. ,a5'~;? <.
:i.' 

?1,epi tea': $.': .5, ,, fee any , !1'j„:Y ..fa x. and .~.. ',7 ~. ~t.,•., ;..k any be frond #' ., :.f a. . a. .. .. I. a.. 

Note i.°.:i? 4 is ,!< ... could y .;: i; at a Ye.'.`' t. .C. ef a " :. '. .,:7. .'n the 

cone or `r' somebody .. Iz:.pt: . ..' ;!' w.. . - :tC'. .%;:s %`:a lo RDH and c.,:.. 

ae-'YY. 
is 

. .". _Y iè ^.i xd seeci±icaiiv to check for any soon bu ' 

as ..,: ii., :hen H .ec .. .) r..h'e : .;{.T _. t.. astern where ^. :7. . 'Y are scadon 

w 1.",:. 1 : 'l K. ,r.4 . 3 11. , a 'they ate rtlo the..:e. for a periodof yeats dL,—,, .,'nrt 

: 'E <:..^.T_fE: they may t? , M trieved _.:,.t f. ., $ r'a hO produce .1;e levant.:. 

.. O :.~ . a, ,. record : ^,.. may .  C2. .E..,. w .v.., W..  .. Cb ̂ .p a. 
i., 

,..L t .N ~.:' z.c ,^^,.. + t.:. . ,. :. Ge ^.,... 

r

.. 

... .: 4. . RY~L=.S . •'a.. ..'.. C.L G' f., he , a. ,. :., 5.^ i 
s~ 

', .I_ ., _. ... 3 2 ... ., ... ... I _._ . C s.? 3. c . .iiI > :1 G` {.A £t ̀~'.' war e ., 

__ Data Cent:  ?`e A.: .;''la ~5. ,. act. , -:.4.f .. . E:,.x ..:Y.§.3: e..F {: ., . .31`:. Y':.i»:Enc.h ,.y '3 E:. h`'; V(:' 

audit of the dar.a &.p :.. ... .. .. ^: ..... ..i ..R '~.: to th.... Data.
6
.r '"a .... ,.. „ n .. .. :.E.,. {..E 

C;;r: a eht loo. 

record r :Lxcuhor tee t ,.win it 5?a'1` i. ,_. ,„. 

oint:er >.. C ,,..z. a.  . ea 

CtC) a1' 1 Z (known tI tj eUrc 3 eflCe x^, d •€ ? 

Counter ei.eertamo 

•- •-----•---------'-----'-------'-----'---------------------•-s 
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Pr~itl~ _n a _ °: _ tot g. :~ .: Q:.s ~E. . ~. C~?` a ~~z`'€}. ,.:'s x. . c . . cu `f- t' C. S.31.~I~t.F,~. , 

the j it w..,1. , always always cc cease b exa. .ix ."}.)e fox eet,, . 

• ~..  ,. y
.~....~... ~:•: ;`i .'9 Y y f:'. 

77
    .~. `.... , _. ~'..< .. ~:i 7.. s s•j'i:r 5^s ;;•, . a ~~:~~^.: 

~. ,`. audit. i ', .R 
.a 

made F?   there r" _̂^i. are 

o ..:#?€....r s €'f....~:>; i :.S . .. .. .s, . .. . .. .,~.,.cit trail .he ,. t.a. .. .retr„e'ved. 

he transactions in a basket arc ?::ons r uc .e;:a Ua it.. <.. . , s e E. 

oublc? .'entry bo.•'kkeeping. Th is means that .n addition. 'to the Accounting 

Lines th at relate to the actual business transact> .`i> noa separate 

Accowtinq .:antis ai also generated for the tender items (each as Cash 

Cheques or Credit , Debit Ca ds s resulting in the total value of all 

Accounting Lines ;i.n a Be sketadding up to zero. When tha ce:nt.ants of 

e w... . _ ten to ? ...' rE is made that. t(' , net value of .. 1. the 

accounting line ', s is indeed icro and should it n 3t , i• s then an ale t is 

raised and the bta:.".,.ket is discarded and an error response returned to the 

;S t. 
-.. a 

i..~cia and tall  check .i ..'ri.'. .L de( .rr  P f" ,;.' .7. .E.v to for any 

such hugs . 

Baskets are  aLo built a din n Back Off d- :e Sessions and s`:.._..'h Brack. 

Office bas ::' t ........handled .,. ,._a he ni Ian wayanCustomer Baske .. 

.,. s ii described in the separate .untegrit1 documents 

liPCc `R.BB; . O4. 'o izonUttalntegr'it.v.a.oc which 3 now produce as exhibit 

GI I and BotianOhe ineoareinta.gti ty,...:POL. o A which I now produce ... 

exhibit i2. .. 

1 ,'a v teen into! ,e'd p:r • .!, ai.. . z' ,':.n. : cunber of c..c......enqe4 to abs 

integrity cf the .r LqL nal Hon. Z:y?f? system and produced Witness She Statements 

Sac a are Signature 

GRO witnessedb GRO 
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r It i, s a o f c l€ where the  inte r.f.t a has been ci;a:. ien.Qed... I , . f:i .' . 

aware of ar , cases 

. . : 

b

j

'. F::.I<;:: the nt.o' ;;L?."..y o Horizon ein...:1.:ne has yen

(..: Li s tel 1`Nv° sn.^et:7. .z. ri5:1 L.'. f. it cent .,. 

.. ..: :"•.s;3 
.3 

(<1<`3. .. ... .: :a s tfl t53 ... <... 5 3. 2 '!'i:':  - I t.: :; bsr. t  'ed wee ,,r r. 

;re euted as °< ' 1"p'othe ical issues" anti my .pv:o`. i.ous i Wi i:nesa ate ".:iS: 

went  .r.o y1° ": £.'. t3. 3.i ~) these  °::` :.s ... ~~3. i hypotheses  :: pit, ried ;: :r':.;. >h r w no 

Specific evidence x. 1.>`:y cf them .1':1 the i:tcBE..;k pro need 

f'i. summery .`' would . . At....y.N by saying tLat. .1 :l. l i.y believe $,..'!al,. iottot 

will a  1.k record all i .i3 that. is s l 'I3 Uri to t and :..o.t.roctly 

account for it < i:.;'`he ve : cannot compensate f X: any data that ...,., 

n.c.., e,,,„..v° I.n;n t ..is"c.o,  i", as a of h-"tm.cla.. £z.i Y, ,: lack ot l Ica .I? ng 

4,1... 1:  a d 'flow can any other system < 

.I.L:YLfx" .'L:.F3.3: .......................... Signature 
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