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From: Parsons, Andrew. ._._._._._._._._._._._._._._._. GRO 

Sent: Fri 09/05/2014 3:01:05 PM (UTC) 

To: Angela Van-Den-Bogerd[_._._._._._._._._._._ GRO_._._._._._._._._._._._._._._._._.__ 
Cc: Rodric Williams 

Subject: RE: Strictly Private & Confidential - Subject to Privilege [BD-4A.FID20472253] 

Angela 
I spoken to Rodric. The interim answer to SS' question is: 

V As requested at the WG meeting Post Office are asked to produce a formal certification that it is not 
possible for anyone to access Horizon/HOL and amend transaction data without the knowledge of the 
Subpostmaster or their staff. 

is :not clear what is meant oy "formal certification" but: enquir ies have been made of senior oersonnel at 

Fujitsu and in Pest Off ce`; IT team. There is no functionality in the Horizon izoon system (through either a front-end 
terminal or ba k >..nd server)  to edit or delete transaction data once ._ has been transmitted front a branch to 
the central branch data centre. The transmission of this data is encr'pted, transferred to the branch data 

centr., .and then stared in a separate audit server where they are sealed using industry siandardd s.:.ore 

pro cools to ensure the data's integrity. Although it fs i. ossible.e to input adciit,ona t an saction.s into ._ br:anch's 
sccounts (e F.. by `^day of say a transaction correction). a SPMR will always have visibility of these extra 

transaci:ions as they are shown separately in the 1" a€ nch s account ..  A n1ore detailed note- will follow on this 
subject but this won't he rear;,, k efere the F.-actfle needy: to r e submitted".

Kind regards 
Andy 
Andrew Farsons 

Senior Associ ate 
for and ..on behalf of Bond Dickinson LLP 

Direct: 
V  

RO 
Mobile_;_._._. _._._._. 
Fax:[ GRO
F low [Dickinson 

nnddickinson.com 
From: Rodric Williams [mallto:[ GRO 

.._,-. _ ..._ ... _... .. ..._ .. _..._ .._ ..._ ... _.. ... ... ... _... .. ..._ 

Sent: 09 May 2014 15:35 
To: Parsons, Andrew 
Cc: Angela Van-Den-Bogerd 
Subject: RE: Strictly Private & Confidential - Subject to Privilege [BD-4A.FID20472253] 
Andy -- ply:; give me a call. 
TI:~Dnis, R,odrie 

Rodric. Williams I Litigation Lawyer 
„~,,.:. „,,, , 

1` iS Ofd Street, LONDON, EC1`J 9H0 

G.RO_._._._ Postline: i GRO

-- - --- - --- - --- - --- - --- - --- - ----- ----- -----------, 

GRO 
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_---------------------------------------------------------------
From: Parsons, Andrew [mailto:i GRO 
Sent: 09 May 2014 14:31 
To: Rodric Williams 
Cc: Angela Van-Den-Bogerd 
Subject: RE: Strictly Private & Confidential - Subject to Privilege [BD-4A.FID20472253] 
Rodric 
Hmv,e you had a chance to look at the attar hcdd. note? S•S are now ous.hino for ti„s ar.sswe - so that they can build it into 
the rac:file so we need an answer asap. 
The question posed by SB is: 

V As requested at the WG meeting Post Office are asked to produce a formal certification that it is not 
possible for anyone to access Horizon/HOL and amend transaction data without the knowledge of the 
Subpostmaster or their staff. 

I wonder if. as a hoidinq response. we could say: 
`it is not nicer what. is meant b,, Porr-ai certificatioPi bi-t enquiries have been n made of senior r-ersor reel. at Fu:itsut and 
in Post Office's IT team . I here is .no functionality in tine Horizon system (through either  front-end term inal  or b =tuM 
end Server) to emit or delete trans actron data once it has beery u-Insmil tee, frow a Irani h to die central Isis ioh dato 
c; e ntmnu The transmission SI this data is encrypted, transferred to the branch data c-,,, ntre .a nd th ,rrl Aonud in a  so pa atu 

audit server where they am sealed using industry standard secure protocols to ensure the r aMP integrity.. grit Although it is 
possrhle to input additional transactions into a branch's or°cou,n$ (e;1 ,: y'wa of say _',.~ by ,  a tr;~;n.,action o,'€®er;`fiic,n) but a 
SP MR will always have visibility bili :y o1 these extra tr.insac. ors as theyafe shown sepq - tteiy in the branch': acc: uCts. A 

more detailed note will follow on this subject but his wont be ready before the Facctfiie reeds to be submitted". 
Kind regards 
Andy 
Andrew arson's 

Senior' Associate 
for and on bPilf of Bond Dickinson LLP 

Mo bil : i G RO Mobile+ V R 

Fax:L._._._._._ GRO ._._._._._.~ 
Fdiow Bond Dickinson: 

EM

www.bonddickinson.com 
From: Parsons, Andrew 
Sent: 22 April 2014 15:42 
To: Rodric Williams 
Subject: RE: Strictly Private & Confidential - Subject to Privilege [BD-4A.FID20472253] 
Rod 

r-irm 
First draft of the note attached ..... 6r`,isr-Atdp.t ;? 
i've inti nt to rially not referrPri tr; the "Winn/Lusher" email as it distracts from whit 1'i otherwise ise a very des. r l?ic'tuu€ s. 

I su.jgF st hay_ p u, me ar d -"J P of the: at.ar a€e._< crrc -,,e t, final form ..,ef_srP e, esra.ot to Ar 4ge a, fPh is .until E alir da 
for approval. It is p. obbabiy then best that this :Ior _tn'ert is sent by Angela to SB'- . 
My `lope is that this wili hop wa lly put this matter to bed with PS and w e will not need to esc.aiate to the `/VG, However, 
11E'll niot Kr iUv.' ii di an"<vvr 41"itil 'w se'e t y ie Vii.- ti" letiioti epurt. 

A 
Andrew Parsons 

Senior Associate 
tor arid on behalf of Bird L.) ck nscrrt LLP 
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Direct: RO
Mobiles
Fax:;._._._._. GRo---._._._._._. 
Follow Bond Dickinson: 

6 " 
.1 hnnrhujckinson.com

From: Rodric Williams [mailto _._._._.G_Ro

Sent: 22 April 2014 12:28 
To: Parsons, Andrew 
Subject: RE: Strictly Private & Confidential - Subject to Privilege [BD-4A.FID20472253] 
Sounds good — thanks. Do we cc Tony/Working Group? 
Rodric Williams I Litigation Lawyer 

148 Old Street, LONDON, EC1V 9HO 

-----GRO----- Postfine: ---GRO---
- --- - - - - - - --------------------------------- - - - -

GRO 
_._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._., 

,_... C )rlv.; stories 

From: Parsons, Andrew mailto GRO [--..—._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._ 
Sent: 22 April 2014 12:27 
To: Rodric Williams 
Subject: RE: Strictly Private & Confidential - Subject to Privilege [BD-4A.FID20472253] 
Rodric 
i suggest that I draft  this inforrnation into a formal response to go from POL o SS — do` C7t agree? 
Kind regards 
Andy 

ndrew Parsons 

Senior Associate 
far and an behalf of Bond [bek nson LLP 

Direct:
Mobile:._._._._._._
Fax: 

i _____._._._._.

cgo

Follow Bond Dickinson:

4

www.bonddickinson.com 
From: Rodric Williams [mailto:[ GRO 
Sent: 22 April 2014 12:04 
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To: Parsons, Andrew 
Subject: FW: Strictly Private & Confidential - Subject to Privilege 
Andy — please see FJ response to the questions we put to them on the "Andy Winn/Alan Lusher email". 
Where does this take us? 
Kind regards, Rodric 
Rodric Williams I Litigation Lawyer 

148 Old Street, LONDON, EC1V 9HQ 

ST GRO ' PostlineI.-.--GRO_.__ 

G RO 
ra ;

{;1 Post Office stories 

(a7postofficenews 

From: Davidson James [mailto GRO 
Sent: 17 April 2014 16:27 
To: Rodric Williams 
Cc: Harvey Michael; Newsome Pete 
Subject: RE: Strictly Private & Confidential - Subject to Privilege 
Rodric, 
Please see Fujitsu's response below. 
Summary: 

V There is no ability to delete or change records a branch creates in either old Horizon or Horizon online. 
Transactions in both systems are created in a secure and auditable way to assure integrity, and have either a 
checksum (Old Horizon) or a digital signature (Horizon Online), are time stamped, have a unique sequential 
number and are securely stored via the core audit process in the audit vault 

V Whilst a facility exists to 'inject' additional transactions in the event of a system error, these transactions would 
have a signature that is unique, sub-postmaster id's are not used and the audit log would house a record of 
these. As above, this does not delete or amend original transactions but creates a new and additional 
transactions 

V This facility is built into the system to enable corrections to be made if a system error / bug is identified and the 
master database needs updating as a result, this is not a unique feature of Horizon 

V Approvals to 'inject' new transactions are governed by the change process, 2 factor authentications and a 'four 
eyes' process. A unique identifier is created and can be audited for this type of transaction within HNGX, 
Horizon would require more extensive work to investigate as explained below. 

1. Can Post Office change branch transaction data without a subpostmaster being aware of the change? No 

2. Can Fujitsu change branch transaction data without a subpostmaster being aware of the change? Once 
created, branch transaction data cannot be changed, only additional data con be inserted, if this is required, 
the additional transactions would be visible on the trading statements but would not require 
acknowledgement / approval by a sub-postmaster, the approval is given by Post Office via the change 
process. In response to a previous query Fujitsu checked last year when this was done on Horizon Online and 
we found only one occurrence in March 2010 which was early in the pilot for Horizon Online and was covered 
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by an r,rpprog rirrte r.hanr e regcest froze Post Office and an auditable log„ For Ole Horizon, a de toiled 
e cr r►irsr t F n of arcl?it eri data would have to be rrndertai Pn to look intrr this r cry as the 1 frti eye of iic OHs 
would ire a s'gnificant. and comple exercise to undertake and discussed previouslyic`,itlr, lost five but 

riiscounted as too costly and impractical,. 

. If not, where is the evidence for this conclusion? See.'In ver2 

4. If so: 

a) How does this happen? See above 
b) Why was this functionality built into the system design? To allow for data to be corrected if ther'e were 

any defects found in the system 
c) Why would Fujitsu need to use this functionality? As abo re and under irrstr'uctier°rsfror°rr Post Officre, Lido 
d) What controls are in place to prevent the unauthorised use of this method of access? This is cc! achieved 

through a riurnber r f indctstry standard controls gR A(, ? factor autlLLntication dc) which o' c. 
obustly, audited und~v I O 27001 / [AS J4d2, Link. PCL 

e) When has branch data been accessed in this way in the past? See abort 
5. In relation to the Winn/Lusher email: 

a) What is "message store"? hi is the repository for datubase) where all tr ansuc ions were cvritt }r to in 
the aid liorijar s f.stem 

b) Can this be used to access and change branch records? it can be used to access the record Orcta 
cannot be changed, but new data could be inserted into it, Art y such inserted data wcuir" be tightly 
controlled by "peatioorci processes er'pioined above 

c) What is the "impact" of this change on branch records? 'i"he impact would depend on exactly what 
records =sere inserted. 

d) Would the subpostmaster be aware of this change? Ye via the trading stater ent but spe °s are- riot 
required to approve the charge, fir's ies provided by Post f1ice. 

e) Why would this method of access be used? To correct errors =` a software defect i x rd rt;, 

f) What controls are in place to prevent misuse of this method of access? As above. 

Regards, 

James Davidson 

Post Office 

Fujitsu 

Lovelace Road, Bracknell,

~

 RG12 8SN 

GRO 

------- -

Emaill 

Web: http:tluk fujitsu ram 

i 
I $ 

Fujitsu is proud to partner with Shelter, the housing and homeless charity 

Reshaping ICT, Reshaping Business in partnership with Fi corh 

Please consider the environment - do you really need to print this email? 

From: Rodric Williams [mailto; GRO I 
Sent: 17 April 2014 15:25 
To: Davidson James 
Subject: RE: Strictly Private & Confidential - Subject to Privilege 
Thanks James. 
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o: rlc ttu illiam i I itic .scion Lawyer 

148 Old Street, LrDINDC ~l, C V . ,,H( 

GRO Pa,tiro GRO._._. 

GRO 
Post Office stories 

a C).postofficenews 

From: Davidson James [mailtol GRO 
Sent: 17 April 2014 14:02 
To: Rodric Williams 
Subject: RE: Strictly Private & Confidential - Subject to Privilege 
Rodric, 
Just to update, I have. a response in draft fol lowing a review the. technical guys. I have passed this to legal for review 
and expect this back this prn. Will advise as soon as I have the go ahead to release. 
Regards, 
James Davidson 

Post Office 

Fujitsu 

Lovelace Road, Bracknell, RG12 8SN 

Mob: : 
GRO Email V K

Web: http://uk.fuiitsu.com 

tIU
k , 

Fujitsu is proud to partner with Shelter, the housing and homeless charity 

Reshaping ICT, Reshaping Business in partnership with FT.cor.

Please consider the environment - do you reaily need to print this email? 

---- ----- ----- ----- ----- ----- - ----------- -._._._._._ — _ 
From: Rodric Williams [_rndllto [ GRO 
Sent: 14 April 2014 15:59 

--- ----- --- ----- ------- -- -------------------- --

To: Davidson James 
Subject: Strictly Private & Confidential - Subject to Privilege 
James, 
Could Fujitsu please answer the questions below so that we can respond to a specific challenge put to us by Second 
Sight in connection with a Mediation Scheme complaint, namely that: 
"the Andy Winn/Alan Lusher email in the case of Ward 1...] explicitly states that Fujitsu can remotely change the 
figures in the branches without the SPMs' knowledge or authority". 
The Winn/Lusher email is attached. The part of the email in question is: 
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"Fujitsu have the ability to impact branch records via the message store but have extremely rigorous procedures in 
place to prevent adjustments being made without prior authorisation - within POL and Fujitsu these controls form the 
core of our court defence if we get to that stage." 
Questions: 

6. Can Post Office change branch transaction data without a subpostmaster being aware of the change? 

7. Can Fujitsu change branch transaction data without a subpostmaster being aware of the change? 

8. If not, where is the evidence for this conclusion? 

9. If so: 

a) How does this happen? 
b) Why was this functionality built into the system design? 
c) Why would Fujitsu need to use this functionality? 
d) What controls are in place to prevent the unauthorised use of this method of access? 
e) When has branch data been accessed in this way in the past? 

10. In relation to the Winn/Lusher email: 

a) What is "message store"? 
b) Can this be used to access and change branch records? 
c) What is the "impact" of this change on branch records? 
d) Would the subpostmaster be aware of this change? 
e) Why would this method of access be used? 
f) What controls are in place to prevent misuse of this method of access? 

Please let me know if it would be easier to address these in a phone call in the first instance. 
Kind regards, Rodric 

Rodric Williams I Litigation Lawyer 

148 Old Street, LONDON, EC1V 9HQ 

~._._._._.GRO_._._._. I Postline:i._._._.GRO._._._ 

---------------------------------------------

GRO ._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._ 
Post Office stories 

(a)postofficenews 

********************************************************************** 

This email and any attachments are confidential and intended for the addressee only. If you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system. Any views 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated. 

POST OFFICE LIMITED is registered in England and Wales no 2154540. Registered Office: 148 OLD STREET, 
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LONDON EC1V 9HQ. 

********************************************************************** 

Unless otherwise stated, this email has been sent from Fujitsu Services Limited, from Fujitsu (FTS) Limited, or 
from Fujitsu Telecommunications Europe Limited, together "Fujitsu". 

This email is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may 
be privileged. Fujitsu does not guarantee that this email has not been intercepted and amended or that it is 
virus-free. 

Fujitsu Services Limited, registered in England No 96056, registered office 22 Baker Street, London WIU 
3BW. 

Fujitsu (FTS) Limited, registered in England No 03808613, registered office 22 Baker Street, London WIU 
3BW. 

PFU Imaging Solutions Europe Limited, registered in England No 1578652, registered office Hayes Park 
Central, Hayes End Road, Hayes, Middlesex, UB4 8FE. 

Fujitsu Telecommunications Europe Limited, registered in England No 2548187, registered office Solihull 
Parkway, Birmingham Business Park, Birmingham, B37 7YU. 

********************************************************************** 

This email and any attachments are confidential and intended for the addressee only. If you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system. Any views 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated. 

POST OFFICE LIMITED is registered in England and Wales no 2154540. Registered Office: 148 OLD STREET, 
LONDON EC1 V 9HQ. 

********************************************************************** 

Unless otherwise stated, this email has been sent from Fujitsu Services Limited, from Fujitsu (FTS) Limited, or 
from Fujitsu Telecommunications Europe Limited, together "Fujitsu". 

This email is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may 
be privileged. Fujitsu does not guarantee that this email has not been intercepted and amended or that it is 
virus-free. 

Fujitsu Services Limited, registered in England No 96056, registered office 22 Baker Street, London WIU 
3BW. 

Fujitsu (FTS) Limited, registered in England No 03808613, registered office 22 Baker Street, London W1U 
3BW. 

PFU Imaging Solutions Europe Limited, registered in England No 1578652, registered office Hayes Park 
Central, Hayes End Road, Hayes, Middlesex, UB4 8FE. 

Fujitsu Telecommunications Europe Limited, registered in England No 2548187, registered office Solihull 
Parkway, Birmingham Business Park, Birmingham, B37 7YU. 

********************************************************************** 

This email and any attachments are confidential and intended for the addressee only. If you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system. Any views 
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or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated. 

POST OFFICE LIMITED is registered in England and Wales no 2154540. Registered Office: 148 OLD STREET, 
LONDON EC1V 9HQ. 

Please consider the environment! Do you need to print this email? 

The information in this e-mail and any attachments is confidential and may be legally privileged and protected by law. rodric.williamsl GRO W~ only is authorised to 
access this a-mail and any attachments. If you are not rodric.williams   

ixio_._._._ 
please notify andrew. parsons.  _•_•_•_._cn0._._._._._.1 as soon as possible and delete any 

copies. Unauthorised use, dissemination, distribution, publication or copying of this communication or attachments is prohibited and may be unlawful. 

Any files attached to this e-mail will have been checked by us with virus detection software before transmission. Bond Dickinson LLP accepts no liability for any loss or damage 
which may be caused by software viruses and you should carry out your own virus checks before opening any attachment. 

Content of this email which does not relate to the official business of Bond Dickinson LLP, is neither given nor endorsed by it. 

This email is sent for and on behalf of Bond Dickinson LLP which is a limited liability partnership registered in England and Wales under number 0C3 17661. Our registered 
office is St Ann's Wharf, 112 Quayside, Newcastle Upon Tyne, NE I 3DX, where a list of members' names is open to inspection. We use the term partner to refer to a member of 
the LLP, or an employee or consultant who is of equivalent standing. Our VAT registration number is GB123393627. 

Bond Dickinson LLP is authorised and regulated by the Solicitors Regulation Authority. 

This email and any attachments are confidential and intended for the addressee only. If you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system. Any views 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated. 

POST OFFICE LIMITED is registered in England and Wales no 2154540. Registered Office: 148 OLD STREET, 
LONDON EC1V 9HQ. 

This email and any attachments are confidential and intended for the addressee only. If you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system. Any views 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated. 

POST OFFICE LIMITED is registered in England and Wales no 2154540. Registered Office: 148 OLD STREET, 
LONDON EC1V 9HQ. 


