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(CJ Act 1967, s9; MC Act 1980, ss 
5A (3) (a) 
and 5B, MC Rules 1981, r 70) 

Statement of Gareth Idris JENKINS 

Age if under Over 18 (If over 18 insert 'over 18') 
18 

This statement (consisting of 30 pages each signed by me) is true to the 
best of my knowledge and belief and I make it knowing that, if it is tendered 
in evidence, I shall be liable to prosecution if I have wilfully stated in it 
anything which I know to be false or do not believe true. 

Dated 7th day of October 2010 
the 

Signature 

Ts statement is made in addition Further to my statements of 2nd February, 

8th February 2010 and 9th March 2010 W&Uki r k5 tO3ddt4le following. 

I have been asked by Post Office Ltd to consider the following in this 

statement: 

o 

To provide some background information about the Horizon system 

o To provide comments on the "Technical expert's report to the Court 

prepared by Charles Alastair McLachlan, a Director of Amsphere 

Consulting Ltd" which I received on 1 St October 2010. 
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Continuation of statement of Gareth Idris JENKINS 

To c aF some ra  l ia. "~ s on  th,,.~ eve o~. Cacti I &d,. i Branch  a2
s
'023 v ~~ ~n~' ~n.f~ 

.,
ail .an ass ~ fi t, r~ ?~ t

durng the period December 20013 to December er 2007. 
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Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Gareth Idris JENKINS 

I Background Information on the Horizon system 

The Horizon system was initially put together as a pilot in 1996, and following 

an extensive pilot was rolled out to all Post Offices between 1999 and 2002. 

It has recently been replaced by the Horizon Online system which was piloted 

at the start of 2010 and the last Horizon system was replaced in September 

2010. 

Within Horizon, each Post Office stores details of all its transactions on the 

Hard disk of each PC within the Branch. There is a separate PC for each 

counter position. I understand that at Branch 126023 there are 3 counter 

positions and hence 3 PCs. 

Data from the branch is transmitted from each branch to Fujitsu's Data 

Centres using a variety of Communications mechanisms. The software used 

to transmit the data from the Branches to the Data Centre is specifically 

designed to ensure that whenever contact is made between the Branch and 

the Data Centre any outstanding data is exchanged between the two. In 

particular for many transactions there is no need for the Branch to be online. 

I understand that there is a suggestion that the equipment in the Branch may 

be faulty. I am not aware of any fundamental issues (though this is being be 

covered by Mr Dunks). I have also been showen the witness statement of Mr 

Varsani who I understand took over the Branch from the defendant, which 
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Continuation of statement of Gareth Idris JENKINS 

say 'that tro have been no t f,obh r,is 
with the eq.. ~ 'lief° as oar as he iS 

concerned.. 

"T. 41 wire 51(100 0)1110 errcacrl 0H/1!(r,/(.V 11 o01.1 he 10(/1( - 1101 lo,:/g l 0 -Lot, I1u,1 heoii III 
u'roliorr, how 1/) 1St a ,t tsteur r/ is c,/e. G'Vhat do t,otr tlrrrrl; c:J the s//4 svioii I/at /her ural. Itcrve 

Hell if Irr•ohlc'n; rril/t .11isHu'.r Uyuifrarx H/ u1rrhirh a/u' was h/i [li/li mrar-e? Who! al,uul Varsaui's 
Jn i;Tu0r,r% 
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Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Gareth Idris JENKINS 

2 Comments on Professor McLachlan's Report 

I have examined the "Technical expert's report to the Court prepared by 

Charles Alastair McLachlan, a Director of Amsphere Consulting Ltd" which I 

received on 1 St October 2010. I have been asked by Post Office Ltd to 

provide a statement regarding to my views on the report with regard to the 

Horizon system and also about my analysis of the data regarding the 

transactions carried out in Branch 126023 which I understand to be the 

Branch that the defendant managed. 

I would like to re-iterate that my expertise relates to the Horizon system only 

and not to Post Office Ltd's Back end systems. However such systems are 

irrelevant to the Branch accounts that are produced on Horizon since any 

externally initiated transactions (such as Transaction Corrections and 

Remittances which will be discussed later) must be authorised by a User of 

the Horizon system in the Branch before they are included in the Branch's 

accounts. 

In Section 1.2 of his report, Professor McLachlan lists a number of 

"Hypothetical issues" with the Horizon system. However there doesn't 

appear to be any real a thorough justification as to why these might be 

relevant. The purpose of these statements appears to be to plant seeds of 

doubt without a factual basis. 
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(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Gareth Idris JENKINS 

WT: ! wonder /yo nor fit he prepared tci usi .sfi hl11 stronger wording. There dQetn.'! uppgw, to 
he an e i iddcntial liase,s for the hi pothc''e.c at all. 

GIJ. Is chat better? 

Specifically, in section 1.2.1 he hypothesises that "The User Interface gives rise to 

incorrect data entry: poor user experience design and inadequately user experience testing can give 

rise to poor data entry quality.' . Although I was not responsible for the Design and 

development of the Horizon user interface, I do know that one of the key 

goals of the User Interface was that it would be easy to use and that it could 

be used by Users with no IT experience. 

In order to support this I have extracted so me In ntt =r miation from a design 
~~ I D 1, '; r t, 1 ~ .  ,i' ~I Referenced kb .v . : . 1=, <.° ,;iori '10.1 to ,,,, ~ ,.f TUed 

H r . ,, t y -ff c ~ tfom? s r  ti 
~§ 

h Guide. Apo„ t o f° a ~1l'~,~~ ~ it ~ l ~~,~~ :.~~ ,~ ~a ~; ~ ~iki~~a i 

o Appendix 1. : Tr's Tr' ;opF eµndix ccnt Ins the design principles that have been 

OoH1lovved in C!,  i ing the Flume n Como uter Inter Lace E",,,1OI and "he , nI 

at. ,,nHa r'd that have hrPn( .., )r ~oadi, Eo veyboarrk° f scree,"n n' 'c paIu . p='nr"1'= 

and bua.tons. It also su n s aril s the approach,, to des q ninq a new 

app cahor that uses the 1 7 ;

Chapter r 2: ! ihhi chapter describes 11= iefly the maIn types  of screens that 

rti:. s i 6 ..d p i I' i e ,~ I , .h ,r fu nct , laylayoutal , oharac`ei i"- ics. ;,, 

Chapter  '. -.
_h&s .shows how amounts can be entered into'the to 
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Continuation of statement of Gareth Idris JENKINS 

72 @ 
be

r ^ 1 i  ~ . . <Ar k lP f  ti iry A p§ f' 4 
~'° `t d can , -„ 

v.✓ ~ ' i ~ i 'n Figure     f th e screen    4Z"w .~ , i ~ ~. . i i r e,~- ~ r ~ ~ a I I .,✓i Co

I to vi e.eation buttons at the too 

o i\Ileriu L .uttu..nS in the lower P left an' i ;e 

a> A "Stack"  area II
.,.

i the lower right hand side 

_i 
,,..;e Menu buttons are used to either select a sub men. or to s = 

.spech ic :1~ . ,il ;.e Earh wi . V) both the aLcirev tec, rki i(: of the 

r r   t , r" /',:.v out and i n 's 
a 

c s,.+  
"icon" 

" e `4 e ~" -~ t . > function 
t ~a. r9 „~.) 1~~~~.7~,~, ~ that i~. ~..,:~ i ik~.,s   ~,.~~,~ ~~i~~~`~.~~ i~; ~ i;~~i~ r ~:~~ra.,.~~ r"k~kl €~ ~:. ~,~> ~,%rNC~r.ia.~P ~ _ 

The Stack area slows h t items the Custo .nor as pur ;t : ed in the current 

session with a running total at the bot'to rni mr"raking it clear what money is owed 

either to or from .,i the cuc.ton..

When :i'"V the V8, lue of an item i E o be enter"ecL then a careen such h :", f p s t 

shown in Figure 2j 8 a Vows the value to be r. 'n,t red This can be done either 

by t„ inn the nur .ern keys on the key oa rd of by toi.)chin the Eau m er c'

the serer), heea box at the top ah tw/"S r ak has already been typed,. 

)d it /'/t (ISc 7,i(Nil U/il 1/1H I/ /en rIco !1 Geist to 1 5/' ('0/0/1' 1)i/flol(v, CIii'/7/1' llor(hAl' on(/ high/1' 

(c 105/U `/C %ire 0/0 j'hol „ (1/ , II01/;115 forosww(1/7"e 1 ) rl'J)'C/nl 1/IC In I Ji Ic 
i/[/fi ,

~'i%I• ~~/recs Burl a12010. 1 ir, nl l sure ti/x// 161c' /olmi7l] 05/r11m 1S 0n llus c'F,runar'/lf 
fliil (I/If `//Cr II is HIS to 15cC it oi- 1/0/. l.)' '1 rlJ't h1 1/SC //less' 01// R IR (lii(l Ilul li/0 ((1111/7leIs 

(/cc'I/I/:eirf7 1, ,s 'or /ur- ce (I/ice lnro I';" to 1°111(lil.! ,•)lf(:, I/O1li c'/l' / c(erll/I jet<;r 05/1/1(1 f/1r pini//rI'.s 
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(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Gareth Idris JENKINS 

In Section 1.2.2 there is the hypothesis that 'The Horizon system fails to properly 

process transactions: accounting systems are usually carefully designed to ensure that accounts 

balance after each "double entry" transaction.' Horizon iS indeed designed to use 

"double entry" transactions. Further Professor McLachlan refers to the need 

for database systems to use "two-phase' commit" technologies. Again, Horizon 

ins, 
designed using such 

, 

concepts. However °I ad s;t4if., P I I a i 1. with

multi TE :.'y-:✓^item; 4t rf`Oat 1 -  DG h bd 3G_ha kt..1; c

}  phase co l l~iSk 4'F",, r  .,  .i~  e dew —is wat-

S G 4t4  

£r...  tI v ; . 

}W7 ! (1017'/zwradder8kVh-1 fh s. '1'lerase3 ,ce /rzlnnaii'+ language.-

Finally, in Section 1.2.3 there is the Hypothesis that "External systems across the 

wider Post Office Limited Operating Environment provide incorrect externally entered information 

to the Horizon accounts through system or operator error outside Horizon.". I am not quite 

clear what Professor McLachlan is referring to here. However what I can say 

is that any transaction that is recorded on Horizon must be authorised by a 

User of the Horizon system who is taking responsibility for the impact that 

such a transaction has on the Branch's accounts. There are no cases where 

external systems can manipulate the Branch's accounts without the Users in 

the Branch being aware and authorising the transactions. 
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Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Gareth Idris JENKINS 

In Section 2.2.1 of his report, Professor McLachlan outlines a number of 

limitations in the scope of his investigation. In some of these cases, they are 

irrelevant to the processing of transactions in Horizon. 

Specifically, the report States "It was not possible to examine the process for introducing 

Transaction Corrections that can give rise to changes in the cash that Horizon records at the 

branch". As I have stated earlier in this statement, any Transaction Correction 

that has been generated by the external Post Office Ltd systems must be 

explicitly accepted into the Branch's accounts by an appropriate User. In 

many cases there is the opportunity to reject the Transaction Correction 

allowing a separate process to agree whether or not it is valid before it is 

accepted into the accounts. In particular there are 3 examples of this 

occurring: Firstly on 13th December 2006 and for two other transaction 

Corrections on 14th March 2007. Therefore, I would say that it is not 

necessary to examine the process for generating Transaction Corrections. 

It may be helpful at this point to explain what a Transaction Correction is. It is 

a mechanism whereby staff in Post Office Ltd's Head Office can request a 

sub-postmaster to undertake a transaction that amends the branch's 

accounts. This process is used when an error is identified by some manual 

means and it is necessary to correct this in the Branch's accounts. I do not 

understand Post Office Ltd's processes well enough to provide an example. 

However when such a Transaction Correction is being processed a message 

is shown on the screen to the user so that they are aware of what its effect 
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Continuation of statement of Gareth Idris JENKINS 

iou LY1. of c IIi. fe 01i 41 ,5 
[ 

f nsa ,  ii . i Co;.o,.et7g r r . ~~~..✓ed 

03/07/2006: te rfl .E .i'.,, 0 rdispia ,e was: s: 

>,, f f

' 

d P 9 fth  . e - L 
. J 

e ore Fctr  que4hsrtlisputes you C mac o 

contact the Cash Centre, 400.00 Pounds 4t1d (8 a.ns acl orn Comaction is 

issued , Or a_ shortaqe you sent to the Cash Centre, Press accept now" 

then 'make good" (or 

"assign 
to nominee" ' I you are a franchise ot`9ce 

lEi assign the B ~rSl_, ' I 'i*  .,[K f ~„ +' i~,~re d ~re✓' Sa..+ also to PzOrrx 41ne fe) 7 ypf this aF nBOant 

is in your surplus suspense dated 28/06/07 then redeem using Fl, F13, 

/f3 P8. The o date above,- refers towhee the Cash Centre Processed 

the rein. 

I: /'(race (r/vr (a'pi7i/r f"I" rr /i drerar tinn ,'u/rcctiota roJt!er (ahortf. it isii ' I r aar('ch:ndirril mry.~i<rr 
Cro,, t the herd--tail mu pan et'11<,,wc-hcrsc<i, irannulr clteisioti. An e tan aplc nine help r,!. Cash it 

on  oa llls/7ecoult cfvucat'1 auriclr the 1lo,'r otr f ecot'cl. 

(hit iIm'ufrtlla' i/tnt , r „ >r 1hiriav 

The next Bullet States "It was not possible to examine the processes for Remittances (the 

movement of cash and stock) into and out of the branch that changes the cash and stock that 

Horizon records at the branch." Again, any Remittance into the Branch has to be 

explicitly accepted by the User and a receipt is produced stating the amount 

that is being introduced into the Branch accounts. Fo iowingff i the, J jsear 

has the opportunity physieay to court the cash. Should the amount on the 

receipt differ in any way from the amount recorded on the cash pouch or the 

amount of cash found inside the pouch, there are processes to query such 
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(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Gareth Idris JENKINS 

differences. Therefore, I would say that it is not necessary to examine the 

process for generating Remittances. 

The third bullet States "It was not possible to examine the processes for revaluing foreign 

currency which could change the value of cash held at the branch.". Revaluation of currency 

doesn't affect the cash position. It purely affects the notional value of the 

Foreign Currency as it is reported in the accounts, but has no impact on the 

Cash (sterling) position. It's only impact might be on the liability of the 

postmaster for any currency that is subsequently lost (which would need to 

be repaid at the current value). Note that revaluation can be positive or 

negative. 

Finally, the 4 bullet States "Tt was not possible to examine the processes of reconciliation 

conducted by the Post Office that could give rise to Transaction Corrections.". AS Stated 

earlier this is not really relevant since any Transaction Corrections will have 

been accepted by the User into the Branch accounts and should not be 

accepted if not understood. Accepting a Transaction Correction implicitly 

means taking responsibility for that in accounting terms. 

Moving on to Section 2.2.2 of Professor McLachlan's report which is titled 

Opportunities for Reconciliation. I accept that the Horizon system has not 

been designed to automatically provide vouchers for every transaction. It 

was not a requirement for Horizon to produce such vouchers and in fact there 

were specific requirements from Post Office Ltd regarding transaction times 
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Continuation of statement of Gareth Idris JENKINS 

that preclude printing such records. This was so as to minimise the time 

taken to serve each customer and so attempt to keep queue sizes down to a 

reasonable length. My experience as a user of Retail systems (such as 

supermarkets) is that such vouchers are not normally generated there either. 

In Section 2.3 of his report, Professor McLachlan looks at hypothetical issues 

with Data Entry. Section 2.3.1 looks at the calibration of the touch screen. I 

accept the fact that a misaligned touch screen could certainly cause 

confusion to the User and result in incorrect buttons being activated. 

However I don't understand how Professor McLachlan is suggesting that 

such a misalignment would cause discrepancies within the accounts. 

Perhaps he would like to provide an example of where such an error may 

have occurred? 

In section 2.3.2, Professor McLachlan states that "Poor user interface design can 

contribute to poor data entry quality and user errors.". I agree with this aS a Statement. 

However Professor McLachlan makes no attempt to explain in what way the 

Horizon User Interface design is "Poor". As I stated earlier one of the key 

goals of the User Interface was that it would be easy to use and that it could 

be used by Users with no IT experience. A significant amount of effort was 

put into designing and agreeing the User Interface with Post Office Ltd. 
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Continuation of statement of Gareth Idris JENKINS 

In Section 2.3.3 of his report Professor McLachlan hypothesises that errors 

can be introduced by incorrect use of the "Fast Cash" button. In particular he 

challenges my analysis of unsuccessful Debit Card Transactions. 

For ;siml city I wiH i peat the urnmary of t hat ans.?ysis here (it is thso in 

Appendix I of Professor !,,A,[,.,,a i it . a '. reporrt). 

ft, didWO.S search  through a tie s6:; Portion ➢n the I me nih  i r 
OC1 

from "Jecerriber 26,06 to Decemter 2007 them looking for all e>awnp s 
f Debit Card transactions which have not been successful, srice this 

seems to be one of the defence's main in attacks on the system. 

There are 92 sun f faDe.., transactions for a total value n.£1 1 7 149.'98 

i've analysed all those with an individual value of more than £1,000 

(leavinq 26, 1 I 355 vvorth that i ve not one ly ed.). 

i,1 a the case.s E ye an lysed one of 3 things happened: d: 

1 i)rc, i Di 9 .. ~v(, ,) j~ r , _,t ~r a u (and sv the C>.S r suss &, tl ie I K s t(i

to pure must have been noticed. by the .Issrl 

2. i ire Custonr sr s  io n v a; a bai. ido ned deafly e were returned

and the trans ctions cancelled and she only item from the session is 

the faller Debit Card payment). 
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Continuation of statement of Gareth Idris JENKINS 

3. The Customer session was settled to Cash (which could have been 

accidental). However in all such cases the transaction was 

subsequently reversed resulting in the cash also being reversed. 

There are business rules that control whether transactions can be 

cancelled or if they have to be committed and then reversed (which is 

the main difference between cases 2 and 3 above). I suspect (but can't 

necessarily prove) that in case 2 the sessions were for purchase of 

Foreign Currency. I case 3 the sessions were all for purchase of 

Premium Bonds. 

I think this refutes the assertion that failed Debit Card Payments are the 

cause of the losses, 

which took place on 11th January 2007 and states that this could have been 

processed as Fast Cash. I have re-checked this transaction , A-oi 
3. January 2007 and it th4s-4ac4sa€tien was actually settled by a Cheque 

and not Cash. This was covered by point 1 above. a  e 4r,  ai' t how 

ahirh ;~ rnrornrt a+nrl ir, ~r,r9nr,e{iv ~f his r r rte Therefore in this case the 

User must have been aware that the Debit Card transaction had failed in 

order to ask for a cheque. Even supposing the Cheque button was pressed 
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Continuation of statement of Gareth Idris JENKINS 

in error for Fast Cash, then there would have been a discrepancy in the value 

of cheques and there is no evidence of such discrepancies. 

Later in this section, Professor McLachlan claims "the 'Fast Cash' button is 

demonstrated to be a source of data entry error (the reversals confirm this).". I don't agree 

with that. I can see no evidence to support this statement. The fact that 

there are reversals following a failed Debit card transaction is due to the fact 

that some transactions cannot be abandoned and need to be settled and 

then reversed. This was a specific requirement on Horizon from Post Office 

Ltd. The fact that this has been done shows that the user was well aware of 

the failure of the Debit Card transaction and followed normal process when 

the failure occurred. 

Professor McLachlan explores issues with training of the Users in section 

2.3.4 of his report. I support his finding regarding discrepancies in cash in 

almost every period. In particular, he States: "The Declared Branch position had 

discrepancies vis-d-vis the Horizon totals at the end of almost every period." and "The Variance 

Checks conducted to reconcile the branch position vis-a-vis Horizon showed a discrepancy on the 

vast majority of occasions ranging from 18 pence to more than £1. .1.,000,". I agree with both 

these statements. However to me these seem to indicate at the least poor 

management within the Branch and probably something more serious. 

What is meant by the first statement is that when a Stock Unit is being 

Balanced (which is a process that occurs at least once each month) a 

Signature Signature witnessed by 
Page 15 of 16 

CS011A Version 3.0 11102 

15 



POL001 67219 
POLOO167219 

Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 
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C~̂ ~ i r s €,n e is dr °;i nd between 'een  . Ie' cash fr a r.,,! rg i@ 
by the (known. ~G a A✓i ~. a,a' GC,r d.  .„s"rr ,✓ ~a~.eG~ es~ ~V  ,I ate? B;"r .a R,~~,~'in E,  ~r 14.W User  8., ..,r a 

Casa 3ecl rati nl) and the cash level as calculated by the system (which is 

calculated by takirq, the startin.g as r l I position at the start of ,he: period and : 

th u naU aash that has been receive and subtm ',ii .;ill cash that has 

e  he stock unit). 9'` r! '` , the system cash l~"e: r + p -~ ~ ~ taken out of t ,~,  .~i i ,~.s., ~.~~,rs~E,, .~1.,i~r,,, i ~.+ k,~ ~f~~ i~. +,..;~~.;~, ~~~,d~~c are 

irr esp ctwe of whether the c ?s i was paSsed to or from a customer ?er or to or 

from some external entity such as another Stock Unit or a Remittanceinto or 
r a p ? I P " 

is  
fl 1: à ', Levl dsh iii.?.rit r"I ¢ed ~..., i. O i ~ ": s....,~ S G I i 4c M € e E3 :, n  c ~ .d H C.~ °"✓ ~ (~; ~'~ h-::'. 

being altered to match  the Cash ED ecl ,r ticri and the difference being Lit into 

a Discrepancy ac.. ount (which may for ., Su k is or a Deficit). 

second, d "` tt e is C 7 i 4 t"" "" t P~rq. s i r " r;, r ^ p 
r 'to ~~~>.~~~r s".,~ ~~~,{ :,s~,~r.~„~rf'~  referring, to ~.F~.,:~p"`k ~;~.~, r`.~~,~k :ti:~ 'that ~~E ~ .~~.)f~~~..5,nti~i~ t<~ 

be done for each Stock .nit or: e°le 'fir day that this Stock ..inIt is rased. ga.ire, 

when the Ca.sh Declaration is done, the system can compare the declaration 

with 'the s ~ tem lcul to —3 level , nd "e cos"d + Variance if 'they differ. In 

this case checks will not have taken p ao'e for and errors and .so some 

/. riarnces are to be expected, ut t: re assur'n puon GS di at the sub.pcs1tmaster 

J`oui i a onitor these: and ensure 'tit"r"i,l; ppa , me d o l 'MidDi" "Or to B ala'ir>irn'.g the 
r o,.,,l, 

LJnit each. r '9aonth.. 

1'l'T: 1 (1/I 'OH e.5'(r+ul on f1t15 n11(/ /17 la i;ltnr's t0 l nc;, /a r l cps 0i1°i1/n <l cuaijpie n/ c".x:crnr7/0';'.i 
1 elo uof znrclersfoticf s xac'tli II 'hot M i's 17'fS'r11r 10 ((/10/ '(uu (r 1 rdm(,r(u tar/(,ht ht' 1/1/00/117 00/ 05 u 
000,:'es,rioll thl'zt the ('1Wno'.c core is el/rd1' /1(' ' / l)ISCYB07/J!C-n:s arc' 1I1ll'U'v to he ox (0101/, 

071(71 (7 /N)/ /1> he cStlr;'('Id(/ o thcrl 710il7' error' 's-i11 ho 51u0'0 7/ lout tt;(1! i/tc11, (a (lie elt(l o/ the 
hi-ntr<'l! i/'o/liii,a i/crkiai, 1hc' ,SPA['oill -h 11' al i nll.sitierirhle (10ul o/ colnlr('/(san'(.' h1' hcrlulxilis* the 
h"7n:l1 0ii/l <<.ic/irlh J e!iut larv,ir, ii; 's. w 1 ;l (1(1//V pcxslhlr for arl .5'f'A7lo iisc'o oi' the,courz'c' 
0/ ,'l 1/11,7((7/0 ird/ dpi/SO! u'' 110'1st 'I (1/n' . /'hi h.((1/( awll(r eV001 po' 51i7lc slop,:' io /"il(/ t tc 0(7/1,50 cif 
the ' ,i°ohic'1ii Lsrl °I ,l iluhlama,mihlcr "hot !Joie 1t o!l,1 / her 11 /1701(1 /10/1 nal+07nccc 1/117 / to o f'75,O0)) 
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Continuation of statement of Gareth Idris JENKINS 

los.i:' i'o there cliccrrpancics ilia( rcrsirll in a s!,'/ /lcs r' l/ nol, u liv ,(mirk/ Iltc' " rnnlca/ i, . crlttkys go 
oak, 1// tvf weir¢ sm p,vs_r1 drat tl/i /iis ul i a lolne prriout sinailil :,u iiii liu ove eel. This is 
rob/is/i. Ifci VR 1 is cookintm the hooks an/u' an anilit it i/1 reveal IFic troth, 

(ii.!: I 'rn not sore I can 0/ or crll i,c r sn tjesl, but have rnenle on atletupf ahou'e. 

I also did an analysis of the daily cash movements compared with the daily 

cash declarations and could see very little correlation between the two which 

indicates that the variances between the declared cash and the system cash 

figures were not being monitored very well within the Branch. I would agree 

that this could be down to Theft / Fraud, or incompetence by the Branch staff. 

I would have thought that seeing such variances would have alerted the sub-

postmaster that there was a problem and to investigate what is going on. 

}t"1` isn'1 thrift riatliec titor'c lilorly" sire iluscr' erJrtallr folic(p cc ihiliiicc,' Wh 0mile(I7 Vh'il%1 riot 
ntonitn,' the sv'lein iu•ell on a (hailh: hcasisr' Not to (Jo :o ricks' Iltroacir;l tlicir° ou'rt innn<-' dome /he 
(tram. 

(ill : I iroiilcl lend tv 0.,rc,>e, lntl sna°c1t tlu is cunieJboo f rr Post ()/f,ce lu shota. AA;, ccrd-'c/iiw' i% 
ill iht. SvsVrin and rirn to hops a Past 0%i/cc is operated. 

However there is no evidence that this is down to any sort of System failure. 

Further I would suggest that small discrepancies are to be expected in such 

an environment due to mistakes in giving change etc. My understanding is 

that Post Office investigators expect such small discrepancies in normal 

operation. 

Section 2.4 of Professor McLachlan's report than describes 2 possible issues 

with Horizon. 
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Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Gareth Idris JENKINS 

I accept that there was an issue with the Post Office in Calendar Square 

Falkirk as descried in the email reproduced in Appendix C of the report and 

covered by a previous Witness statement I made on 8" February 2010. As I 

stated in the email, the problem was fixed in March 2006 and so is not 

relevant to the period of data that I have examined in this branch. Also, when 

the problem manifested itself it was clear from the various logs that there was 

a problem in the system. There is no evidence of such problems from the 

various logs that have been examined for this branch. Therefore I see no 

relevance for this problem to the period of data that is being looked at for this 

case. In particular, Professor McLachlan says "It demonstrates that there have been 

faults with the Horizon system which give rise to discrepancies that can cause losses. It is not 

reasonable to exclude the possibility of system problems when considering a case such as Misra. ". 

I would dispute that. It was clear from the Events generated at the time in 

Calendar Square that there was a problem. No such events have been seen 

in West Byfleet in the period in question and so this cannot be responsible for 

the losses in that period. 

To simplify matters, I've included a summary of the issue that is included in 

Appendix C of Professor McLachlan's report: 

I've now dug back into the archives to provide the following summary: 
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(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Gareth Idris JENKINS 

e The - i" l i i..,i occurred  when t.rcisferring C f..€a;" . I r Stock  between 

Stock Uriits,. Note that Wrest B yfket does ot)ei :ate i`nulti le Stock 

Units so the issue could ha vs occurred. 

2. it manifests  t` r tf by th " 't, ceiU p, Stock I 3 o,~ g  a ks to 
' ee " 

is.~~. e 1 e c~ ~ Stock s~,~i`( ik~t E f.~ ~,  ~a~~a~ 

the = r nsfer made by the send na' Stock Unkt a no is ccinpOtinCi d 

by attempting to make a further transfer. Note that such 

transactions usuay reapnear IN,ties next day. 

3. It is clearly visit e to the User as a. R c;_ipts and Payments 

m ismatch at the 'iii e ,diet one of the Stock Units is Ba lan,ceke Thi:.. 

i +' :.~ !,., c~ a l i i 
a 

in Ir the Branch 
,~r f„ ~., f g  Y„" - y ¢  are ~,,.' c  ~. -, I g 

) / d.. e I ̀ e .:d a  Sm._ i '! ~j S- 6 f t~ ~+ '; 4 .~ ca D. . There  ~s m no ,w.. such +.,r k ca Ds ..v 

in Andy Dunks Witness Schternent which sum menses the calls 

raised by West t/fleet. Also this car ; be checked on any Balance 

Rep  of ranch Tradtii 
q St t i'i of € ., hot arc v i lable from the 

rarinb which should show that Receipts and Payments do match 

and that the Trading Position is zero. 

a The
problemp' 

i« also visible when looking at ,;co vents 

as=sociated with the Branch. The Syst, rn events from It. /20 5 to 

31/12120(09 for West Byfleet have been checked and no such events 

imia° e been poi,:I ire 
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Continuation of statement of Gareth Idris JENKINS 

5. The o- r
.7 r i ...i 

was fixed !I , , 'daI , as •akli,.'S~ I R we "3 I°ve ui , Marc h 

2006 and so would not have e been relevant at the time of the detaed 

Transaclion Lois o hlaiaed for 'JVes:: By fleet between "n ec,embeeir 

2006 and December 2i07 

Therefore I can cone ude that t•he. p rr: olame  identif d n Calendar 

Square. e, Falkirk are not relevant t to West ytle t.. 

IV!: 1'/case )irovid', i'0110 /ii// eplemalir,n o/ uvin' ('u/!ei01r SO loesi,'t app]i:, so t/urt this 
statemCr71 c(7n stood rtlore. ft c' i)c 'ncc arc oi/0/ to 1(0 . ore ahont Ill/S. I t('O;:r de ser-rfie the 
sb'11ipiouis (rut effect of the (: 'a!h'nd(.'1 5lrrohli'm. lhe,s(' ss~nrplr)rrrs i?-ore 1rrro!u1,atc/F apjuir'etrt lei 

Ilia users crr/(/ ifbe p7 ,h1er;=7 clroi'lo . III Micr(; loot c i , oij/e red 1.n,,7 the lsrol)lerir , o,rr ati~orild 
n" e.snl r('i)11.' lone e%rpe< fec! her to he ul//C to (/e 500//)c (lie pooh/cot. A i' rr)r(ler,I(rrtoirt.; is hurl i\ iisra 
is 1117o/)l, to ( le'Scrrhe (!l C7ll ii'hal Iii!! 'c 11/18 11('11 (; )in't ii'i 0/i,,,, 1C(/t7 hur ,S i'S'/S'/17. /I!'C'UP"i:Jllry~ IO r'ler 

I7r .Skirt( r7r6 if slit s,;ii1 't p 11 /1/, rn,sr, s dmvr h) the /I h„ crr p1 n 5 (1/7d vrr• n ( Iropt ( rrre. 1/111 
elb"1 10 Itl( ii h[ I/o//C PC)77 l (I /11 iifN .`I7o Kld iii rC (lsl 1i( (11)!r' 1'r) `.01 ii 'i1, r£' rhrr ,r/551 C'B/1 

oceuri'io'. Are )rule iioi .str, )rce(.1 that Ms reports apper,'r 10 h(nc rccnn•e(1 I/o p1rdr_oee 
WI/c !tsorl'el'/rnrrl Alfisi ,,, t? I) ore '0/! cnrr,r istr:J 1n St'/ thin ('allcneie r ,S/i iaets slit an issue /)r AT) 1101 
)~rxr have (urt i(Ie( Mal Ire ii anted the corker /o/c lie/ore your reec'ired lie S /1//Ill r'elzlrr? 

(il.f' 1 'd'0 !0olt' (10770 that. hlox !111/1 1 re.-rood an' i/I/o ) see' 11/01 14"e hi'11'e c C'ekecl 10 see i{ 117C 
('u!e/o/ar. giroe /Ss!/0 cuirkl hove neeol'r<'d ur ta'esll/y'/heel and ii (11011/'! 

In section 2.4.2 Professor McLachlan describes a "travellers cheque stock problem". 

I disagree with his description of what happens in this scenario. Horizon 

doesn't attempt to control Travellers' Cheques at a denominational level. In 

other words it only manages the total value (in dollars) of Travellers' Cheques 

and doesn't distinguish between $1,000 being held as 10 $100 Travellers' 

Cheque or as 50 $20 Travellers' Cheques or any other combination. Horizon 

is only concerned with the fact that it holds Travellers' Cheques to a face 

value of $1,000. Therefore following through Professor McLachlan's 

Signature Signature witnessed by 
Page 20 of 16 

CS011A Version 3.0 11102 

20 



POL001 67219 
POLOO167219 

Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Gareth Idris JENKINS 

scenario, the system initially has $1,000 of Travellers' Cheques. When a 

customer purchases one Travellers' Cheque for $100, then this will be 

reflected by reducing the stock of Travellers' Cheques by 100, leaving 900 

Travellers' Cheques in stock. This would be reflected on the Stock Report. 

I also note that in this section Professor McLachlan states that he has 

discussed this scenario with me and that I "acknowledge that this is a known feature of 

Horizon and that the Post Office have not instructed Fujitsu to change the system to produce a 

meaningful stock report.". I don't recall any such discussion. I have seen such a 

scenario described in a separate report that Professor McLachlan has written 

for a separate case, and did explicitly check out the scenario and produced a 

report for Post Office Ltd refuting the description. 

IT Ple.ue sel unl lucre in .ci;npie le eu lnrn t-<urr <1}.Jur;urrrrIc rc°fzrtec~  u/ienrr, tJ Yrn cu t//Ls 

clrrlerrent canSlane/aleme. 

(iLl. 1/! co/u: to irk /n Llti-c v-11 i? l s,o lftrvz"ll C;,=arks' {crted ; eport. 

I do accept that there are some cases where the way in which Travellers' 

Cheques can appear to be slightly misleading 

ITT (!>fE'atar erinrruf nn iehcrl airs rrr/rr;r tsrr

!;cat.=fa C 7,arles' lcrtesv rE hart. 

however there is nothing as blatantly incorrect with the system as Professor 

McLachlan suggests. 
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Continuation of statement of Gareth Idris JENKINS 

Finally, at the arid of 'the e do i Professor Mc Lac i. n c 'ss Eu my .m ien, n, ir's 

stock report could give rise to counter staff or sub post masters seeking; to correct the perceived 

probH ,-an through manual adjustments leading to real d screp2ncies. even that there is no 

r ioble m',s'ith the reporting' of i,;,;'' Hers Ch "o. a, th _ i n I ,el ~ e s < w, I I f rit i t. 

Therefore I would contend that section 2.4.2 of the report is irrelevant. 

(10 t;oil olnoi o/ /ire o a'.;(r.t/irrr, 1110/ / tiryJ nuVitrl'urr 1 i/i nor 10/1/11411 to ,rurka (I ,;m ioo, 

'orr'Orlir,>n to r9 /0'rlewco I roblem? Ivy 7 ibis ill fool ,corxeihirr<.> lhal sholrld ne'1'er hc, c(wwt 

;L;' l , 1r,u ' , sn. ,. 'il.' ~r 

In Section 2.5.1, Professor McLachlan looks again at Transaction 

Corrections. Here he refers to Appendix G of his report which describes 

some analysis I have done concerning transaction Corrections (my email on 

this is actually is in Appendix D of the report). This shows that if we analyse 

all Transaction Corrections during the 13 month period that the net value is 

£1,840. I've subsequently gone over the data again and found some 

additional transaction corrections that have been processed and the total net 

value of all such Transaction Corrections is actually slightly less namely 

£1,619.43. 

He then refers to a slightly wider scope that he has taken in Appendix J 

where he comes up with an absolute value of £82,918.35 (though a net value 

of £19,257.21). I have now had a chance to examine this data in more detail 
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Continuation of statement of Gareth Idris JENKINS 

and have the following observations to make on Professor McLachlan's 

analysis: 

o Many of the figures listed do not represent Transaction Corrections 

o A number of the figures that do relate to a Transaction Correction do 

not affect the Cash Position, since those particular Transaction 

Corrections were used to correct the value of cash pouches that were 

in the branch awaiting collection or Remittance errors held in 

Suspense. 

This results in a net total of Cash Transaction Corrections of £302.72 and 

even adding up the absolute values as Professor McLachlan has done 

(though I don't understand why) only results in a total of £5,167.28. 

My findings are presented in a separate document. 

Later on in the section Professor McLachlan states "There is no record of Misra 

requesting evidence in the transactions provided between 1 Dec 06 and 31 Dec 07. ". Thi3 iS 

incorrect. There was one such example on 13th December 2006 and two 

more on 14th March 2007. I accept that I had omitted these from my initial 

analysis. 
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Continuation of statement of Gareth Idris JENKINS 

Finally, towards the end of the section Professor McLachlan hypothesises 

"There are missing Transaction Corrections which would reduce the cash balance expected by the 

Horizon system (i.e. be in favour of Misra).". Th4&m fei g.: = I' € ` not dear 

to rne on what t basis that this stal,e rsic, °it is i d e. Mow 

Mowec It is my 

understanding is that normally branches are well aware of such errors and 

would have contacted Post Office Ltd to enquire as to why no Transaction 

Correction was being made in favour of the branch. 

Section 2.5.2 of the report discusses remittances. However I don't 

understand the relevance of this discussion to the case. Professor 

McLachlan mentions that my analysis "identified a pattern or remittance transactions 

which is consistent with Misra's statement that she declared cash held in remittance pouches in the 

safe which was not actually present. . --rfly wTE'-W s4hts 

was very surprised to se .such a 5't5ir. I ;OfA ii R 'the Defences Expert's report. 

0 ana sis of cash me.vements . ter c,n, in this statement bees s sni3rr'n this 

pattern occui ri nq on 2 occasions which . ouuld... have been used to " hide" a 

cash shortage. I can't thnk of arty iegitu'nate reason for p c.., >s u 

4 
.-, 

` n , 1 s ," the s ' s  ~4 e 1 k O ~ h „,.w money is being
p 

"'~~'G~~Iltt(~(6a. ~~r~€ " :~a:.,~(.r~:i~6"'R ~~. ii b6 ~ i ~ ~.~~''~ k"~Onr,'  r l:k~~ put .0r
.
i,o a pouch 

and then putting an empty peach into the safe 

IVY': 1'lease rephrase gild aov duel. It it stately ur rrislrrL /brat a ,SI'M ht oz;ld go to all 1114' irorlble of 
n; rp errrrp scorn, of utptr I~ i I//iv /(ran 1/ irr ir, !iur:( old it hut the prvra(e nt tee's. Ii, (iicl Alisrn 
Iragcunsirlerah(e coutlrrrter c>xlrcrierrce to,, aunt' storri to).speak to.Iohrr 1.00t,itarr a.4' in her T. 

C;LL: I'r -'e frail lo do uteri. ;rot sure wti/ill llrc rclet'arac'0 cif her if' is to ow. 1'at jilt! trvita<, to 
'fciscrihor lair horizon harks tilt liar contpaicnc~y. 
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Section 2.5.3 then refers to incorrect transaction processing. However there 

is no indication as to what types of transaction processing may be incorrect, 

or as to what sort of errors the users may have made. It should be noted that 

the Horizon counter application has recently been replaced and the last 

Horizon Counter migrated to the new system in September 2010 and so 

there are no longer any Horizon counter systems to examine. 

WI: Isir't it in facl iairpossih/e 1(1 perform he/lrlial lab cant/itnan e perintt'ois_' You would neec/ a 
Mt,cr. clone. M shouldn't need to erottehicl e:aperinuails Tie shoulc/ he gabled hr Misra echo tots 
on the scone ai the flute. l)oesu'I Ilrc firer that Al/sea appears to peat/tie no pt,ic/once at all srtngest 
1/tat there was rto c oluipnfer prrihicar'r:' 

(11.1 1 've c/ar j'let! slight/v. 

Professor McLachlan's report than attempts to draw some conclusions in 

section 3. 

Section 3.1 queries why it took Post Office Ltd so long to notice the pattern of 

discrepancies. Much of the detailed information regarding such 

discrepancies is only available within the branch to assist the sub-postmaster 

in managing their branch and so is not routinely available to Post Office Ltd 

until an investigation is carried out as in this case. 

15 l int'ri/,cn II/urit•, if the 17'll i,t /1(11/liiy,', iht' accormtti nn/I t'ut (lilt/If it//I ruir rot 'C t/te 
pro/i/c/il. Alisrcr rotitilii lnri'e ioiowo fit/c, 

(iii: 
.0 s e, hr/l it is not for ate to ,car. 

Signature Signature witnessed by 
Page 25 of 16 

CS011A Version 3.0 11102 

25 



POL001 67219 
POLOO167219 

Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 
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Section 3.2 mentions screen calibration issues.

such  issues  as causm~ ®issue : —H-owe rl can't see how this could 

account for anything like the full extent of the losses and no scenario has 

been presented that could account for any losses due to the mis®calibration 

of the screen. 

H']: Pease":re hr^ sc. ihis wilt be taken cs cr Lb/nag/a: concession. You need to, expkriir what is 
meant bi= "+crcen calihration issrrc-,<! ". Give simples C xnmjles if on c•crn lion cap 0111 strcIi i.csrrc 
lead to a deficiency? 4hove you only refer to the.hcissihilihi of c nrt/irh';an-ar i 'irrtr, not a dc/icieoc '. 

(1'b1:: is this better? 

Section 3.3 refers to Horizon issues. As stated earlier, the Calendar Square 

issue is irrelevant and there is no issue with Travellers' Cheques. 

Finally in 3.4 is challenging the integrity of Post Office Ltd's back end 

systems. My view is that any faults in these systems are irrelevant to the 

Branch accounts and hence the losses. This is because, as stated earlier, 

any transactions generated from a Post Office Ltd back end system must be 

explicitly accepted onto Horizon by a User and cannot be introduced into the 

Branch accounts without their knowledge. 

I have not examined the data in the appendices in detail. I acknowledge that 

any emails included there from myself are correct, but have not examined the 

embedded spreadsheets in detail other than where explicitly referenced in 

this statement. I note that many of the appendices are not referenced from 
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the report and there is no explanation as to the basis used to construct them. 

I assume that they are all generated from the raw transaction and event logs 

that were supplied to Professor McLachlan by Fujitsu at the request of Post 

Office Ltd. 

Signature Signature witnessed by 
Page 27 of 16 

CS011A Version 3.0 11102 

27 



POLOO167219 
POLOO167219 

Witness Statement 
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of f uts : he1i3 1n E3it Branch 1.2 " 3 

In addition to examining Professor McLachlan's report, I have also been 

asked to look at Cash Balances and Cash held in Pouches awaiting 

collection through the period from December 2006 to December 2007. 

I l 'a /e taken Y va..,IU e, of Cash am. Value Stock (as shown n rV the Stock U"''Ot 

a 'ance. rt c arts and t3rarch r. h[ % 
~ 

er g fn t. r trio " n ' l~r..,, 

t he u4tart o.,. each i , aging Pedod ftarri IDecember 1006 to _ K ar 2007. 

lso looked at the ( .shk
/  

nd 
;

Currenc ,,/ 
¢

he` in ePe s rr .~l , the 

gi
p{"tea r

M1°~ icraur t er the 
same; i  ~

.p ncds a o plott ~d 
rnec A 

q 
pJ 

9 Su ~»a~~ ~ ~r,t r~~ ! ,~ ~ ~~, ~ .~, ~ ~~~~ ~~'~ tea ~ J,7~.

effectiv e y reflects the amount of Post Office Ltd money head in the Branch 

each mc: nth, l ': can clearly be seen to be increasing and in parficular the 

Cash and Currency i#1 r p'ikr. ir,Rr €r,,O, ses sl nlifi an iy. 
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£140,000.00 

£120,000.00 

£100,000.00 

£80,000.00 
d 

£60000G) 

£40,000.00 

£20,000.00 

£000 
9 10 11 12 1 

Cash Movements 

2 3 4 

TP 

El Opening Pouch 
0Opening Cash 

i v cisc' Spotted that £3.93O,.c7 ci E.uros was s pa ked in a paL c h cm 7th July 

or

aIR there is 
~~".`~ q

rI E k,^~. '' ti 

a' t. p 

E~.,i `t 

~;Ps n^'~P9 gq 

,. 

~«p'""~ 

`~ 

cle. i~"g 

; .', ,',"°'` 

~Ir 

from ~;~y.. 

~

,,

g 

I? .,,ni 

the pouch r h b€ 'nn p r eve sPsed„ Th i:: Ec 1c,oult .o some of the increase „ cease in .asn 

in Pouches at TP 4. 

is:. ,have d ta&Us of a re,, pouches which were packed, before the P' nr'Kl 

was brr :nc r and the reversed after the , ia n c was complete: 

o A Pouch for .._ 1 .5..000packed On 10th 
 

October 91 TP f ,rfi✓ Reccsr.s ed on 

72nd nd Oct i ? mar in TP e"
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POLOO167219 
POLOO167219 

Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Gareth Idris JENKINS 

A. : `.i i () ° ) JC1 4 e on = 1 ti„E November i, i TP 7 and movers  d 

on 19th November her in Ti 8 

1 can also see that o\ier the 13 month period that £49 i2U more re of Sterhng 

a'`rvas packed into a ouch tha. I ljas es fi e' I.1 doe, from , the Branch. Ho v"ievear fl

msn t easy to i eriuify exactly whch t„r ns crtk.n.s n123tC.fl UtD anO i V,! this ,iES 

to;getth=. r. Note that this inoluldes the benefit of a Tronsacfion Correcfion fo-r 

ç 19,26O (the . I y n;ce weud h e been £ 5t O
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